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Abstract— In the last few years extensive efforts have been done securing real-time services like voice and video without affect-
to consolidate the manifold network environments. The needed ing their QoS. Further problems are due to changes in tech-
services are integrated in a clearly arranged network and thus, s|agical developments and user requirements. Traditionally,

decreasing costs and personnel overhead. . o .
Researgh in networkpand distributed systems security has pro- interoperability has been achieved through the development of

vided significant contributions for well-known security problems. ~ interoperable communications equipment that operates over a
However, this is mostly done on the cost of expense, scalabilityhomogeneous transport infrastructure. Thus, most of security
and performance. mechanisms in classified networks implement link layer secu-
In this paper, we discuss the limitation of current security rity, e.g., encryption and data integrity. The link layer approach
mechanisms in heterogenous networks and present a general-p pieves better reliability and efficiency in terms of computing
purpose security framework for integrated networks which ] " ;
overcomes with the shortcomings of the present situation. and bandwidth capacities. However, current developments in
communications technologies (CDM, TDM, IP, ATM, etc.)
have fragmented the infrastructure. This has resulted not
only in non-interoperable solutions, but also pointed out the
deficiencies of the link-layer approach: firstly, cross-domain
I. THE QUEST FORUNIFIED SECURITY mobility cannot be provided at link-layer. Secondly, services

in integrated networks should be technology-independent and

The operati_ng envirc_)nment of military networks ha§hus, realizing end-to-end security at link-layer is a difficult
changed drastically during the last decade. NATO and iSsk in an heterogenous network environment.

member nations are continuously rationalizing their communi-
cation capabilities [1], making them more flexible and suited We propose a security framework for integrated networks
to respond to the need for fast, (both large and small) depldi#at both ensures secure end-to-end communication in an
ments. In this context, several networks with different technichkéterogenous network environment and provides the essen-
characteristics are employed. Satisfying the requirement tial QoS requirements for real-time services delivery. The
secure multi-services in such environments has become pnposed framework represents a fundamental shift in the
even greater challenge than in the past. traditional paradigm. In place of the development of indi-
However, the challenge of a general-purpose, multi-servicgglual secure communication products that are designed to
and integrated network has been already taken up by the ATNiteroperate between themselves, the approach defines a secure
based B-ISDN. interoperable architecture that allows any participant with
Many technical and industrial contributions favor an IPProbably different trust base to build interoperable solutions
based concept for an integrated network, where all servid@sa common set of architectural and protocol standards. By
are delivered above the IP-layer and all data is encapsulat&ing this approach, strategic planners are able to interoperate
within IP-packets. Where this enables cross-domain mobiligeamlessly with their forward deployed tactical forces as well
there is, for several years, a debate whether IP is a suitaBfeto more readily communicate with both their allies and
choice as a general-purpose packet-oriented communicati@iional civilian government counterparts.
protocol. The major argument against IP is the absence of L . .
. . . Moreover, it minimizes costs by exploiting the rapidly
any quality-of-service (QoS) guarantees. Particularly, when

L . . . . .evolving commercial investment in state-of-the-art COTS in-
delivering services, which require a constant bit rate, e.g. voige

or video, QoS becomes essential, rastructures (i.e. cellular). Thls strategy,_ _coup_led with com-
- : mon protocols, ensures that interoperability with legacy sys-
There are many proposals for providing QoS especially

n . . .
military networks (see [2]), mainly based on the DiffServ antjems 's maintained.

IntServ models, even for upcoming wireless networks (see [3])The rest of the paper is organized as follows: In Section

and with real-time support [4], [5]. Mwe analyze the security and functional requirements of the

However, most of the proposed approaches only solve pastsurity framework, describe the problems that occur in the

of the problem but pay no attention to the difficulties ofonsidered context and sketch related work. In Sedtign I,
we present the proposed architecture and discuss the main
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Il. REQUIREMENTSANALYSIS different protocol-cores like ATM-based or IP-based networks
A. Security Requirements comprise different domains. Users are prone to roaming across
. “ I . . multiple geographically and organizational adjacent domains.
Traditionally, “security” of a system is related to its ca- N - .
- ; : . Throughout the paper the term “domain” refers to an unique
pability to enforce a given security policy. The used mech- . L . ;
. . : local access network with characteristic security requirements
anisms can be grouped into access control and information .
. . . L and attacker capabilities, (semi-)autonomous management and
flow control, while the underlying security objectives can be . . -
nforcement of different (security) policies.

grouped into the main categories confidentiality, data integri dditionally, in a military network environment nodes are

and authentication: . ; ) o .
. . . highly mobile under dynamic network conditions. Thus, in
Access Contromanages rights of subjects to objects. The: : I :
. . this environment mobility management is needed to ensure
general way to model an access control policy is to define

. fiht nodes can be located quickly and packet delivery operates
access control matrix: ) .
properly in the presence of mobility of nodes, networks
S x O x R— {true, false} without affecting the ongoing multi-media session.
Thus, seamless hand-over is an important feature, protecting
the user from taking notice during any roaming between
adjacent domains. Particularly, the current user’s security and
: . . . multi-service environment are kept invariant and thus, enabling
manage rlgh_ts betw_een subjects and (.).bJeCtS (informati R automatic and high-mobility facility, e.g., for mobile mili-
pontalne_rs), information flow pontrol facmfues control rea ary units or even whole headquarters transfered to the theater.
!nfor_matlon ﬂO\.NS t_Jetween SUbJeCt.S and ObJeCt.S [71, [8].' E'QEfficient Cross-Domain Support: Domains of similar net-
in military applications, alunauthorizedlows of information work characteristics are treated as realm [9]. Any network

ha(s: tof_t:je ptfe}(fr_“ig- . ity t tand h application may communicate across multiple realms. This
onfidentialits the main secunty target and means the S€iis - o additional burden on the security infrastructure of

vice used to keep the content of information secret from all b: 'iegrated networks requiring it to be able to adapt to envi-

those authorized to have it. Besides the classic confidential %ments with scarce resources in terms of power, bandwidth
.Of the pa_lyload data, thg security ppli(;y can alsg.def.ine “metfzxd jamming-freeness and evolve once more resou,rces become
information” such as time of emission, classification leve vailable. Other resources are inherent in the device, e.g.

f”}al de?_tmagon addresls etc. as conf;deptlalaTmeTI, h|d_|ng tth ?nputing performance and size. Various environments could
information becomes aiso an important and challenging 1ag 5 acterized by different transmission technologies like

Establishing confidential ad hoc-links to some unknown-entité(,ireless and protocols

Ii.gllly using coIIaborr;]\tnt/et key—agrgement pertOCOI.‘Z like D'ﬁ'%’hus, it is inevitably to optimize the employed security mech-
ellman, is somewhat tricky and can only provides SecreGhisms (schemes and protocols) in terms of efficiency, ro-

agglntst Ip?ss'\.{[e attzcks.th ticatioAuthenticity is th bustness and fault-tolerance, providing universal and scalable
ata Integrity and Authenticatioauthenticity 1S the prop- efficiency to realize the stipulated security requirements inside

erty of being genuine. For a message, authenticity is equivaI% th domain as well as between different realms
to integrity of both the message content (data integrity) and hereas some researchers argue that security gaps are intro-

the message origin, and possibly of other meta—informatioa‘hced whenever data packets have to pass through different
To assure data integrity, one must have the ability to detq,lcg;

: . . . o . Network realms [10], we propose a framework that enables a
data manipulation by unauthorized parties. This is not feasu? ture-free connection with end-to-end security
without allocation of additional bandwidth. '

Multi-services Requirements: A basic concept of integrated
communication networks like ISDN or ATM is to support
B. Functional and Usability Requirements the uninterrupted delivery of various services, e.g. data, voice
However, the most secure network is of no use if thend video, and thus, providing an adequate Quality-of-Service
fundamental usability requirements with respect to the en{R0S).
ronment are not provided. Henceforth, the main task is Repending on the application QoS is an essential parameter,
design a framework that both guarantees the indispensaggecially in tactical networks: Digital battlefields have differ-
security requirements and provides the necessary usabiéityt settings from the existing communication networks and the
and functional requirements. Below, we present an overvi@@nstantly-changing tactical environment may demand many
of requirements that are, especially in classified or militargal-time needs in both data collection and data delivery [11].
environments, of remarkable relevance. Talking about QoS with regards to security, two mainly
Cross-Domain Mobility and Seamless Hand-overNot only orthogonal matters are considered: Firstly, data payload has
the deployment of network gateways divides the network inffferent priority and thus, some packets should have an higher
many domains. Classic domain borders are cells of mobfi&im on network resources than other packets. Furthermore,
telecom or wireless local-access networks. Other dividing linere are requirements for multi-level priority and preemption
tear domains into networks with different environments, e.@$ discussed in [12], [13]. Because of the importance of QoS
in strategic and tactical (network) domain, with different ath military environments, many proposals for Military oriented
tacker capabilities and trust requirements. Also, networks wiPS (M-QoS)-mechanisms [14] have been made on the past

with the set of all subjects, the set of all object®) and
the set of all rightsR [6].
Information Flow Control.While access control facilities
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few years. Collaborative Link Layer Protection: The collaborative link
Secondly, real-time applications delivering voice, for instanckayer protection is part of the multi-layer architecture and
requires a short and constant packet delay. Both requirementorporates essential security mechanisms into the link-layer
of the transmission technology as well as th delivered servifgaturing stable performance and efficiency, e.g. the ciphering
have to be considered carefully. Roughly speaking, one coumchanisms.

remark that, it is a good practice that the employed securMulti-Layer Integration: Actually, common security suites
schemes should not affect the QoS more than the transmissiperate on one layer without collaborating with other protocols
technology does itself. or suites on other layers. As a result, double encryption or
Today’s security suites do not take QoS into considerati@ven triple encryption en route may happen to application
in an appropriate manner: Either special, adapted and ngayloads. That incurs considerable processing overhead both
inter-operable security mechanisms are employed, e.g.,ainthe devices and the gateways.

GSM, ISDN or ATM encryption devices or a completely Basjcally, the proposed architectutenified Security for
general-purpose security suite like IP-Sec or TLS is employggal-Time Communication@JniSeT) integrates QoS-critical
disregarding the requirements of that services like low del@gcurity services like encryption, data integrity and label
or small packeting. processing on top of layer one while the non topical security
Transparency Condition: The end-to-end paradigm treats theeryices like entity authentication and key exchange (which
network as a passive, packet-delivery system that may use ##¢ also necessary for encryption and data integrity) are

lower-layer headers in the packet routing or a circuit-switch%memented in the upper layer of the OSI reference model.
system providing a virtual path with out-of-band signaling, but

should never change the upper-layer portions of the end-to-end

ackets or link Security Policy Key-Exchange-
p . . ’ . . . . . Comm.-Protocol ) Protocol Comm.-Protocol
This paradigm should be maintained while employing security | e e Y 1 (Figher Layer
gateways at domain borders. _ .
This puts high demands on the used cryptographic schemes, I | "

some security mechanisms like integrity-ensuring scheme Crypto-Suites ] i
Trusled Interconn.

could not deal with this restriction at all.

Comm -Protocol-

«>e-— Management s "
1 ecure:
Il1. BAsIC CONCEPT MULTI-LAYER SECURITY l = s Link
A R C H ITECT U R E : LLss Trus:ed Interconn. T
Basically, we propose a multi-layer security architecture for i 5 1= >

integrated networks that ensure secure end-to-end communica-—
tion in an heterogenous network environment. Moreover, the m;[;;g;:‘—|
design provides efficient cross-domain mobility, multi-services
requirements, transparency and multi-level security.
Layer-Independent Framework: Today’s security suites andFig. 1.  Arrangement of the security framework
protocols are developed for certain communication protocols

allocated inherently to selected layers (according to the OSI-

reference model). For instance, IP-Sec protocol-suite encrypts\sertical Allocation of the Security Services
and authenticates the payload within IP packets at the network
layer while the popular TLS security suite allocates its securit More generally, the security mechanisms are mainly ar-
mechanisms at the transport layer and thus enabling evi ged within two groups:

authenticated sessions. Other security protocols renounce dejver-Layer Security Services (LLSS)include all mecha-
to-end security, and employ only link-layer security like man§isms that apply to the payload data. Typical LLSS are payload
wireless security protocols, e.g. IEEE802.11 WEP. encryption, integrity and data origin authentication schemes
The link-layer approach is appealing due to technolog?—nd label processing for enforcing information flow control.
adapted and high efficient mechanisms which are often ifhbe LLSS are adapted to the basic communication protocol.
plemented in hardware, requiring less CPU performance. Gfgher-Layer Security Services (HLSS) group session-
the other hand, the higher-layer approach provides end-to-éltgnted security mechanisms that are independent from the
Security and independence from Communication-protoc()' aﬁarticular transmitted data. Eg, schemes for en“ty authenti-
transmission technology. cation, key-exchange protocols and security policies including
To dissolve the deficiencies of the single-layer approad§cess control and information flow policies. Therefore, the
we propose a multi-layer alternative in which the securitiLSS are general-purpose. Furthermore, they include the
mechanisms are allocated at different layers controlled by thcurity management of the framework.

management plane of the security framework. The core element of the security framework is the manage-
Thus, both link-layer security mechanisms and higher-layerent plane, controlling each of the HLSS, the LLSS and the
mechanisms are combined giving rise the benefits of bdBecurity Signaling Protocol, SS&ccording to a mandatory
approaches. security policy as shown in F[d.1

Encryption !
Data Origin Authentication
/Integrity <«--!

Comm.-Protocol
(Lower Layer)

(BLACK)

Label Processing
/Inform.-Flow Control

(RED)
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The main task of the SPP is to exchange the signaling by adopting the common hybrid encryption paradigmyp-
formation that are necessary for providing end-to-end securttgraphic key exchanges performed by the first system to
services. provide all participants with same private session keffhen

To satisfy the transparency condition and to enable tiige data is encrypted by the second scheme using
implementation in current network infrastructures, SSP and the
HLSS are implemented either using an end-to-end out-of-band Authenticated Key Exchange
or in-band connection. Also, they need a reliable connection

o The key exchange is performed within the HLSS by the
similar to the data exchange protocol and should be theref%espectivey modulegwhicrﬁ) acts above layer 5 as men};ioned
placed above the transport layer. '

earlier. Therefore, it is conceivable that the SPP messages
are delivered over an packet-oriented connection-less network
B. Horizontal Allocation of Security Services while the encrypted data of a real-time application is de-
The relationship between HLSS and LLSS is Istoke. livered over an connection-oriented circuit-switched network.
one HLSS-instance can serve several LLSS-instances. Thlfa¢ key-exchange serviaould be delivered using additional
there are two possibilities for placing the security services: Network resources i.e. by setting up a new connection (out-of-
Firstly, all security services are placed in the same devidéand) or using the same channel (in-band) by postponing the
While the HLSS act system-wide each communication ihannel availability (time multiplexing). The first alternative
terface is provided with its own LLSS. That enables cros§n€ would use in networks with dynamic allocation of band-
domain mobility. E.g., a mobile device connected via its GSMVidth like ATM-networks while for fixed-bandwidth systems
interface to some other entity, say in the Internet, could chanj¢e ISDN the second alternative is rather used.
seamless to its Wireless-LAN interface still using the same
session with its parameters, keys etc. B. Encryption

Secondly, both security services groups are distributed overrheencryption servicés done in terms of the OSl-reference
different devices and connected via the available commuRydel at the top of layer 1 (as part of LLSS) and could be im-
cations stack. For instance, when building a virtual pr_iVaE]emented very efficiently in hardware using ASIC or FPGA-
network (VPN), l.e., t|8|ng Corporate networks and termina| |ps (See [15]’ [16]) as shown in @2 That guarantees less

together, a mandatory security policy have to be enforcgddelay and computing resources.
at the domain borders by security gateways. Because the

probable heterogenous corporate network employs different Managem'gﬁﬁr;alggetz hd HLSS
technologies, e.g., an ISDN telecommunication network and A
an Ethernet-based data-network, several gateways are usediss Ty y T T TTmmT
Thus, it is reasonable to have a (physical or logical) domain- SW-based-Part Driver
i i i of Crypto <«—>| of Comm.-
wide Management Unit (MU)performing the HLSS whereas B T et Modules
the LLSS act directly at the domain borders. Software-based A ¢
Anyway, the communication between HLSS and the LLSS Hardware-based et
instances have to be secured: In the first case, by enabling an E.g., DSSI
secure inter-process communication. Both, HLSS and LLSS v v 3
have to be trusted processes (see[alsg V-C). In the second case, [\, ..i.crps HW-based-Part Layer|-Chips
e.g. by using efficient symmetric techniques for encryption arnt—>| Eg. 1PN, < >| of Crypto (FPGA) [~ >| (Eg. ISDN. <—>
data authentication which could be integrated very efficiently | ="~ (Eg. XOR, shit-regiser) Frhemet. -)

even in embedded systems. However, there are no critical real-  (RED) (BLACK)
time or QoS-requirements.

The main trust source of the system is ffrest and Policy
Management Unit (TPMU)which defines security policies

and classify both objects and subjects and thus, define truspleve_rthel_e ss, there are a lot of ISSues that have to be
r?cognlzed in the context of telecomunications networks. Par-

g;;?:::s' The TPMU could be part of a hierarchical tru?lcularlly it tur'ned out that strgam ciphers.(or block ciphers
' used in special block modes like CFB) suits much better the
requirements of real-time applications than block ciphers. For
IV. SECURITY SERVICES instance, the cipher feedback encryption mode (CFB) that
The modular architecture provides the ability to includeurns a block cipher into an appropriate stream cipher allows
any number of different cryptographic algorithms (within théhe transmission of units shorter than the block-cipher lengths
constraints of the protocols) to allow many trust domains wittand which is necessary in short-framed networks like ISDN)
distinct cryptographic suites such as NATO, national, UN do be encrypted and sent without delay and message expan
other coalition forces, etc. without concern over interferenston. Furthermore, it provides robustness by the capability of
or other co-habitation issues. resynchronizing after loss of transmission units (e.g. frame
The logical alignment of security mechanisms to differerdlip). However, stream ciphers like CFB are inefficient in
layers makes it obvious to address the encryption servicsch applications since for every transmission unit, regardless

Fig. 2. Hardware-supported design of LLSS
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how short, a call to the block cipher is needed, e.g., for
encrypting ISDN payload with 128-bit AES the efficiency only
comes to 6,3% which is very unsatisfying. A possible solution,
Optimized Self-Synchronizing Mode of Operation OCHEB]
enables both optimal efficiency and robustness. ~

C. Integrity and Data Authenticity

\ ?ECRET

Incorporating integrity schemes and related data authentica- pomain
tion mechanisms into the framework is much more difficult.
In principle, without allocating additional bandwidth there require mm § (
is no possibility to embed the authentication information igozng‘fm\\j_ 1\ _
the payload. However, there are several possibilities to cope B e onders
with this problem. Firstly, one can simply request additional CONFIDENTIAL A )
bandwidth from the network. This is an obvious possibility . Domain e o O NPDENTIAL data

in packet-oriented networks like IP or ATM. Note, that this
additional capacities only needs minimal QoS requirements.
Secondly, one can compress the plain-text on-the-fly befare _ , , _

. d thus. make additional bandwidth availabIF'g' 3. _ Security gateways separate d(_)malns of terminals at their netwprk
e”_CrYP“”g an - ! ’ Foundaries. Trusted terminals are explicitly allowed to break the domain-
This is only possible if the plaintext has a lower entropy thagpecific security policy.
the communication channel. That solution seems to be oppor-
tune, e.g., while encrypting voice over fixed channels like in
ISDN networks. Another promising possibility is embedding V. SECURITY GATEWAYS
the integrity information in the encoded speech signals [18]. Regarding the physical allocation of the services, the frame-

work provides two different realizations of the security gate-
way: dedicated hosts and a software-based implementation.

Terminal only allowed
== to process SECRET data

D. Information Flow Enforcement
A. Dedicated Hosts

The ability to enforce a given security policy, and to A it i that is impl ted dedicated host
dynamically adapt enforcement rules to new requirements, security gateway that 1S implemented as a dedicated hos

has for a long time been a goal of interest of the militar onnects two segregated networks with different trust domains,
and many organizations. Obviously, a multi-purpose securi lle the transparency property is provided by ensuring that

framework for integrated networks should be flexible enougﬁcurity gateways enforce the security policy but do not affect

to support different security policies, e.g., Chinese Wall [1 e routed data otherwise.

or Multi-Level Security [20]. Since in critical applications, hlndO(;(jert tg ﬁvot'd mlsgtnderftandmghs, \I/ée pt0|St ogt tgat
all unauthorizedinformation flows have to be prevented, no{ '?h N |c3'e ?S Se:u” ):j.ga e\;vay N tqu d.r;fo et m|x|e up
only access rules but also information flow rules have to yath a media-gatewayA media-gateway ties diterent reaims

enforced. together. For instance, the wireless-LAN access point links the

Practice has frequently shown that some functions ofwireless realm with the IP-network. The payload arrives at
d y tRe gateway as secured (or unsecured) data, e.g., as ciphertext

secure system always have to be able to bypass access COS(ErrO laintext resp.), and the task of the latter is to perform

or !nformatloq flow rqles. E.g., a network packet encryptio e media- and protocol-transformation without affecting the
facility uses information of the input packet to generate .ﬁlﬁluded security mechanisms. The media-gateway is not

plaintext header of the output header — leading toadellbera{e implicit part of the security framework, but in order to

; . a
information flow. . .
esign a universal framework one has to understand how such

. . . . d
Rushby introduces in [21] the idea of & separability kemghe\ays work and to minimize the effects on the used security
containing of trusted processes that are allowed to byp?’ﬁéchanismsﬂ]

security rules. This idea can simply be transferred to a se-

curity framework (see Figurg] 3): a small number of truste

com};;onents s(ecur(ity gat(gwa%ss)eparate different terminalsg' Software-based

or domains from each other. Since security gateways are théilternatively, security services of the security gateway can
only components that can bypass security rules, the corrB€timplemented as part of the software stack (e.g., operating
enforcement of security policies does not depend on the corrégstem) of a client. A software-based implementation has
behavior of untrusted terminals and users. Obviously, enfotéree important advantages: first, it is required whenever the

ing a security policy is only meaningful &ll communication
g Yy P y y g lIn some cases it is useful with respect to efficiency to combine Media-

.Channelsv e.g., ISDN, ATM and IP, can be controlled by Or@ateways and security gateways. In this case, the Media-Gateway is simply
integrated framework. an additional module within the UniSeT-Architecture.
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controlled unit is not part of a fixed network, e.g., when usinguulti-layer security framework that ensures secure end-to-end
mobile equipment like notebooks, mobile phones or persormmmunication in an heterogenous network environment and
digital assistants. Second, the use of software-based secutigt provides efficient Cross-Domain Mobility, Multi-Services
gateway makes sense if only a single unit has to be protectBgquirements, Transparency and Multi-Level Security.

Third, a software-based realization makes maodifications of theOpen work is marked by providing inter-operable interfaces
network or trust topology more flexible. that are capable with the various types of networking equip-

Moreover, if the software implementation is based on ment currently used in the respective networks.

secure operating system, it is possible not also to enforce
security policies on a host basis, but also on an application
basis. E.g., an operation system with multi-level security
capabilities allows two applications of different trust domaing1] FNBDT: End-to-End Security WorkshdRoyal Military Academy, Brus-

to be executed in parallel on the same machine. sels, Feb. 2003. NATO NC3A CIS. _ o _
[2] R. Goode, P. Guivarch, and M. Stell, “Quality of service in an ip
. . . crypto partitioned network,” IrMILCOM 2002. 21st Century Military
C. Increasing the Trustworthiness of Security Gateways Communications Confereng25], pp. 1154-1159.

: H.B. Parekh, “Improved mobility and gos in tactical wireless ip
While research on protocols, Cryptography’ Ianguages, USEI] networks,” InMILCOM 2002. 21st Century Military Communications

interaction, etc. has provided solutions to a wide range of cConferencg25], pp. 455-460.
security related problems, all these solutions depend on ti¥ Jiejun Kong and Mario Gerla, “Providing real-time security support for

; : ; : multi-level ad-hoc networks,” IIMILCOM 2002. 21st Century Militar
security of the underlying system, especially the operating Communications Confereng@5], pp. 1350-1355. y y

system. While the integrity of host-based security gatewayg] A. Dutta, K.D. Wong, J. Bumns, R. Jain, A. McAuley, K. Young,
can be protected by the IT-environment, e.g., walls, locks and and H. Schulzrinne, “Realization of integrated mobility management

: ; ; ; : protocol for ad-hoc networks,” IMILCOM 2002. 21st Century Military
doors, conventional operating systems like Microsoft Windows Communications Conferendd5], pp. 448-454.

or Linux lack in dependable mechanisms to support securitig] m. Harrison, W. Ruzzo, and J. Ullman, “Protection in operating
policies. In addition, architectural weaknesses and the inherent systems,” Communications of the ACMol. 19, no. 8, pp. 461-471,

; ; ; ; ; Aug. 1976.
msecurlty resu.ltl.ng from complex!ty, mak.e cpmmon operatlngb] Butler Lampson, “A note on the confinement probleif@dmmunications
systems insufficient for top-security applications, e.g., for pro= " of the ACM vol. 16, no. 10, pp. 613-615, 1973.

cessing secret or top secret classified data. Moreover, commsih Dorothy E. DenningCryptography and Data Securitddison-Wesley,

hardware and software architectures do not provide adequ%? Reading, MA, 1982. . .
hani lik bootinathat ired t f M. Fisk and W. Feng, “Interactions of realm boundaries and end-to-end
mechanisms, lik&ecure boolingthat are requirea 1o eniorce network applications,” Tech. Rep. Unclassified Report (LAUR) 00-3631,

security policies even if local users are untrusted. Los Alamos National Laboratory.

There are different approaches to increase security of OpEp-] Wu chun Feng, “Securing wireless communication in heterogeneous en-
ti t . h like SE-Li 29 d vironments,” INMILCOM 2002. 21st Century Military Communications
ating systems:. common approaches like -Linux [22] an Conference25], pp. 1101-1106.

SINA-Linux used by the German Security Agency (BSI)11] Marek Kwiatkowski, “A concept of differentiated services architecture
enhance the Security by tempering a common Linux Operating supporting miIitary oriented quality of service,” WITSP’'2002: The 1st

; . . o2 Worksh the Internet, Tel icat d Signal Processi
system. Since the complexity and size of these systems is still U,‘;L.Sofo\‘fv;%ng%ng el Doo o009 lREE T ond Frocessing

very high, we pursue to reduce complexity by another, micr@2] J. Kingston, “Dynamic precedence for military ip networks” In
kernel based, approach. MILCOM 2000. 21st Century Military Communications Conference

The PERSEUS architecture [23] separates the securicgiyé [26], pp. 475-479.

. L . ] P. Blackmore, P. George, and M. Kwiatkowski, “A quality of service
critical hardware from the remaining software system (includ- ~ interface for military applications,” IMILCOM 2000. 21st Century

ing the conventional operating system) and defines two classed Military Communications Conferende6], pp. 470-474.
of applications untrusted and trusted [14] M. Kwiatkowski and P. George, “A network control and management
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