Did you really hack a nuclear power plant?
An 1ndustrial control mobile honeypot
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Abstract—The emerge of sophisticated attackers and malware
that target Industrial Control System (ICS) suggests that novel
security mechanisms are required. Honeypots, can act as an
additional line of defense, by providing early warnings for such
attacks. We present a mobile ICS honeypot, that can be placed
in various network positions to provide security administrators
an on-the-go security status of their network. We discuss our
system, its merits in comparison to other honeypots, and provide
preliminary results towards a large-scale evaluation.
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I. INTRODUCTION

Over the last years, the number and the sophistication of
ICS-specific malware [1] has increased. Moreover, the rise of
search engines such as Shodan [2], that focus on the discovery
of on-line devices, and specifically ICSs, highly increases the
attack surface and creates additional security challenges. It is
evident that networks that were traditionally considered secure
or air-gap, can nowadays be reached and thus attacked.

Honeypots can work as an additional line of defense and
early warning systems both in traditional networks as well as
ICSs. In fact, over the last years several honeypots have been
proposed for such purposes, e.g., [3], [4]. Nevertheless, many
of these proposals are either hard to deploy, or do not support
ICS protocols in an efficient or holistic manner.

We extend our previous work on HosTaGe, i.e., a
lightweight mobile low-interaction honeypot [5], by including
support for ICS protocols. We argue that our honeypot brings
a multitude of merits with most important ones being:

e  Easiness of deployment and usability: Network admin-
istrators can quickly choose between various systems
profiles and the honeypot adjusts itself without addi-
tional effort.

e [nteroperability and modularity: New protocols can be
easily added to the honeypot, while existing ones can
be customized for creating new emulated systems and
profiles.

e Support for various ICS protocols and entities: In
contrast to related work that focuses usually only on
the PLC level, we provide support not only for emulat-
ing Programmable Logic Controllers (PLCs), but also
for master controllers. Emulating master controllers

is particularly important as the majority of attacks is
targeting them. Furthermore, besides ModBus, we pro-
vide support for TELNET, SMB, as well as upcoming
support for SNMP and the S7 protocols.

II. ICS-SPECIFIC MOBILE HONEYPOT

HosTaGe, which stands for Honeypot-To-Go, is an open
source low interaction mobile honeypot. Currently it supports
the emulation of various protocols, e.g., SMB, SSH, HTTP,
TELNET, ModBus, FTP, SIP, MySQL, etc. The honeypot
utilizes the idea of profiles of systems (see Figure 2) to
automatically enable the required services and protocols.

Figure 1, depicts the architecture of the possible network
positions that HosTaGe can have. For instance, the honeypot
can be placed outside of firewalls, thus directly facing the
Internet. This is useful for measuring the automated attacks
from malware that spread randomly in the IPv4 address range
by attacking well known ICS protocols and ports. Furthermore,
in corporate networks, one can decide between placing the
honeypot either inside the corporate intranet, i.e., behind the
main firewalls, or even inside highly protected DMZ networks
that are not supposed to communicate with the outside world.
The latter provides the ability of even detecting targeted
internal attacks, e.g., manifested by infected USB drives.

Corporate Intranet

Internet e
. W g
»’] ' HosTaGe ICS Network
(simulated) —_—
ICS Network
(real)
@ [
PLC PLC ICS Controller
Master Server

Fig. 1: HosTaGe network positions architecture

Figure 2, shows two examples of the GUI of our system.
The user can navigate between different profiles, e.g., a profile



emulating a Nuclear Power Plant, a Water Distribution Plant,
a Microst Windows system, etc. When a profile is selected
the system adapts itself, and utilizes specific protocols. For
instance, when the user switches from the Apache server
profile to the Nuclear Power Plant the port 80 emulation
changes from a simple HTTP server to one that appears to be
a Siemens PLC control server. Likewise, additional protocols,
i.e., SMB, TELNET and ModBust, are activated.
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Fig. 2: GUI views of HosTaGe
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III. PRELIMINARY RESULTS

We present a short evaluation and comparison of HosTaGe
along with Conpot, that is considered the state of the art
in ICS honeypots. In more details in Table I, we present
some preliminary results from the deployment of HosTaGe and
Conpot for a weekly period during July 2015. Both honeypots
were outside of any firewall, directly facing the Internet, and
had similar IP addresses in the sense participating in the same
/24 sub-network. We should note that no advertising, e.g., to
Shodan, of the IP addresses of the honeypots was made, as our
main focus was to investigate automated malware propagation
rather than targeted attacks.

Our analysis shows that both HTTP and TELNET protocols
cannot provide useful conclusions in the context of ICSs or
for directly comparing the two honeypots. First, Conpot does
not support TELNET which is however present in most ICS
networks (research shows that and most PLCs make use of
TELNET without any kind of authentication). Second, for both
protocols the attacks that we recorded cannot be considered as
ICS-specific. For instance, some attacks on TELNET appear to
be malware that try to propagate via password brute-forcing.
Likewise, HTTP connections as a result of crawlers and spiders
cannot be easily distinguished. Therefore, we believe that it
makes sense to only consider attacks in such protocols, in the
context of ICSs, only when they are second-stage attacks, i.e.,
attacks on ModBus have already been detected from the same
adversary in a certain time-frame. Moreover, after analyzing

our results on the ModBus protocol, it became evident that
many of the attacks on it were part of research-related Internet-
wide scans, e.g., via [6], from various institutes. Nevertheless,
a number of attacks appear to be from malicious entities that
were trying to connect to ModBus by specifically targeting the
respective port, i.e., 502, (yet, to the best of our knowledge,
no further action was taken from their side).

Simulated Protocol | Conpot Honeypot | HosTaGe ICS profile
HTTP 38 83
TELNET - 177
ModBus 9 9

TABLE I: Comparison of detected attacks on HosTaGe and
Conpot in a weekly period

IV. CONCLUSION AND FUTURE WORK

The increase of attacks in ICSs indicates the need for novel
security mechanisms. Honeypots, can act as an additional line
of defense for corporate networks. We present a mobile ICS
honeypot that supports the major ICS protocols and is able to
provide an on-the-go security status of monitored networks.
Our preliminary results suggest that our tool is able to detect
attacks on ICS protocols as efficiently as other state of the
art stationary honeypots, and even without advertising the IP
address of the honeypot.

With regards to future work, we are finalizing the support
for various additional ICS protocols, e.g., SNMP and S7.
Moreover, we plan to further deploy honeypots that publicly
face the Internet for investigating the propagation of ICS mal-
ware. In addition, we are working on a module that will support
the identification of captured malware via the utilization of the
VirusTotal API [7]. Finally, with respect to our analysis of the
recorded HTTP and TELNET attacks we plan to introduce
multi-stage detection in our honeypot to reduce false positives
when emulating an ICS.
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