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Abstract—Cloud Computing is an emerging com-
puting paradigm. It shares massively scalable, elastic
resources (e.g., data, calculations, and services) trans-
parently among the users over a massive network. The
Cloud market is growing rapidly and bringing up nu-
merous research challenges. This paper provides a land-
scape of Cloud Computing and its research challenges,
especially considering the areas of service selection,
quality assurance of Cloud services, and trust estab-
lishment in Cloud environments. As the latter is known
to be one of the major challenges of Cloud Computing,
We also provide an overview of the important aspects
that need to be considered when integrating trust and
reputation concepts into Cloud Computing.

Index Terms—Cloud Computing, Trust models, Rep-
utation, QoS

I. Introduction

Cloud Computing is a new paradigm that uses dynam-
ically scalable shared resources over the scalable network
of nodes. Data centers, web services, and low-end devices
can be examples of such nodes. The network of such nodes
can be termed as the Cloud and several networks of such
nodes can be called the Internet-of-Clouds. The Internet-
of-Clouds involves four major participants which are Cloud
providers, brokers, resellers, and end consumers.
The business market that establishes around Cloud

Computing is growing rapidly to fulfill the users’ demands
in the near future. Gartner Inc. predicts that Cloud Com-
puting revenue will exceed $150 Billion by 2013 [1].As
the market is growing faster, there will be a need to
reliably identify the quality level of the service providers.
This will establish the customers’ confidence in adopting
Cloud-based services and support them in selecting the
appropriate service providers.
These issues are already known from the Internet of

Services (as well as from P2P and eCommerce). There,
trust and reputation systems [2] have been proposed to
differentiate the service providers based on the quality
of their services and to identify high quality services.
The Internet-of-Clouds needs a similar concept to sup-
port customers in selecting appropriate providers. Some
industry experts have already stated the need of regulation
and monitoring in the Cloud Computing world which are
mentioned as follows. The need of third party assurance

body to accredit the Cloud vendors is mentioned in [3]. In
a recent article [4], the author has discussed some ways to
evaluate the service quality of the Cloud vendors based on
parameters like response time, availability and elasticity.
Also, a few numbers of research articles have targeted to
reveal the security weaknesses [5], identify research issues
[6], provide security guidance [7], and recommendations [8]
regarding Cloud Computing.
To the best of our knowledge, there are only few research

articles in the field of Cloud Computing that focus on the
evaluation of the Cloud vendors or on finding appropriate
solutions to establish confidence between the customers’
and the Cloud vendors’ community. We focus on this
particular issue in this paper.
This paper proposes a new research direction in the field

of Cloud Computing: how to support users in selecting
trustworthy Cloud providers using trust and reputation
concepts. We identified a set with the most important
parameters required to support the consumers in selecting
Cloud providers based on a broad survey of the current
state-of-the-art literatures. The remainder of the paper
is organised as follows: Section II describes the building
blocks of Cloud Computing. Section III lists some key
benefits of and possible threats to Cloud Computing.
Section IV introduces the trust and reputation concepts
and a set of QoS+ (beyond QoS) parameters that are
relevant while selecting a Cloud provider. We present two
sets of research challenges in section V: one around Cloud
Computing in general and another one regarding service
provider selection in particular. In Section VI, We draw
our conclusions and discuss the future work.

II. Cloud Computing Building Blocks

This section describes the landscape of Cloud Com-
puting from our perspective; in particular including ser-
vice delivery, deployment models, and involved entities.
Regarding a definition of Cloud Computing We refer to
[7]–[9], where IBM, Forrester Research, NIST and ENISA
come up with concrete definitions.
A. Service Delivery and Deployment Models
According to [7], Cloud service delivery models are

divided into three categories. However, three more cat-
egories are discussed in a recent talk [10]. Adopting all
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these, service delivery models are categorized into six
types which are Software as a Service(SaaS), Data as a
Service (DaaS), Network as a Service (NaaS), Platform as
a Service (PaaS), Identity and Policy Management as a
Service (IPMaaS), and Infrastructure as a Service (IaaS).
For further details regarding specific delivery models We
refer to [7], [10].
Cloud deployment models are categorized into four dif-

ferent types [7] which are Public Cloud, Private Cloud,
Community Cloud, and Hybrid Cloud.
B. Cloud Entities
Cloud providers and consumers (which We also refer

to as customers) are the two main entities in the business
market. But, service brokers and resellers are the two more
emerging service level entities in the Cloud world. These
are discussed as follows:

Cloud Providers: The providers host and manage the
underlying infrastructure and offer different services (e.g.,
SaaS, PaaS, IaaS, and etc.) to the consumers, the service
brokers or resellers. Cloud brokers and resellers plays the
same role as “Cloud providers” in certain contexts which
are discussed as follows:

Cloud Service Brokers: Service brokers concentrate
on the negotiation of the relationships between consumers
and providers without owning or managing the whole
Cloud infrastructure. Moreover, they add extra services
on top of a Cloud provider’s infrastructure to make up
the user’s Cloud environment.

Cloud Resellers: Resellers can become an important
factor of the Cloud market when the Cloud providers will
expand their business across continents. Cloud providers
may choose local IT consultancy firms or resellers of their
existing products to act as “resellers” for their Cloud-based
products in a particular region.

Cloud Consumers: End users belong to the category
of Cloud consumers. However, also Cloud service brokers
and resellers can belong to this category as soon as they are
customers of another Cloud provider, broker or reseller.
In the next section, key benefits of and possible threats

and risks for Cloud Computing are listed.
III. Key Benefits, Possible Threats and Risks of

Cloud Computing

Cloud Computing has several benefits compared to tra-
ditional datacenter-based computing. However, a number
of risks and obstacles(e.g., data lock-in, data confidential-
ity and auditability, data transfer bottlenecks, and etc.)
to adopt Cloud Computing in enterprises are mentioned
in [11].
A. Key Benefits
Small and medium enterprises (SMEs) and large orga-

nizations are outsourcing IT resources in the Cloud for the
following key benefits:

Reduced Costs: Consumers are embracing [10] the con-
cept of Cloud Computing to reduce costs by outsourcing

the IT management. A good example is the outsourcing of
Rentokil Initial’s mail systems and other communication
tools (i.e. calendars, instant messaging, video communica-
tion etc.) to Google’s cloud in 2010 [12].

Dynamic Resource Sharing: This particular char-
acteristic is helping Cloud vendors to offer cheap prices
to Cloud consumers when it comes to leasing the virtual
machines (VMs), virtual storages and compute cycles.

Pay-per-Use: The concept comes from the Utility
Computing where customers have to pay according to
time, cycles or volumes. No upfront cost has to be paid
by the customers.

Faster Time to Roll Out New Services: Another
key advantage of using Cloud Computing infrastructure
and services by the enterprises is being able to roll out
new services faster than the usual time using on-premises
data center.

Dynamic Resource Availability: Using the Cloud
Computing infrastructure, enterprises ensure resource
availability during crunch periods. An ideal example is,
a large number of users were able to easily render their
photos into DVD quality videos by using a Cloud-based
application [10].

B. Possible Threats and Risks
Security, privacy and trust are the main concerns for the

consumers to adopt Cloud computing [13]. Beside these,
there are some other risks which are discussed in the
remainder of this section.

Threats to Security: According to standard comput-
ing literature [14], the “IT Security ” can be split into
three subgoals: Confidentiality, Integrity and Availability.
Apart from known general threats to these three security
subgoals, Cloud Computing poses specific threats to each
one of them as follows. Confidentiality is often achieved by
encryption. However, when a company’s data is stored in
a Cloud environment, one has to consider the problem of
long-term confidentiality, meaning that past and present
encryption schemes are expected to be insecure in a long
run (e.g. 30 years). Moreover, if one is going to process
data in the Cloud, this data will usually be decrypted
which also poses threat to Confidentiality. Furthermore,
information leakage vulnerability [5] in third-party com-
pute Clouds pose threats to Confidentiality too. As the
data is outsourced, there is no trivial way to know about
the data having been tampered with, unless the Cloud
providers let the consumers know about the incident which
poses threat to the Integrity aspect. Availability will be
discussed later in the “Reliability” section.

Threats to Privacy: Privacy is an important concern
in Cloud Computing from the perspective of Cloud con-
sumers, regarding legal compliance and consumers’ trust.
Sharing an infrastructure with other organizations off-
premise is not the only aspect of Cloud Computing, but it
enables new services to be made available in the cloud by
combining other services: e.g. a “print on demand” service
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could be provided by combining a printing service with
a storage service [15]. In this type of scenario, threats to
privacy arises as the information regarding the services
might need to flow across service providers’ boundaries.
More detailed description regarding privacy issues and
risks for Cloud Computing is given in [15].

Lack of Trust: Trust issues become important when
the data centers are decentralized and the resources are
distributed beyond the perimeter, which is especially true
in the Cloud Computing scenario. With the growing
number of Cloud service providers, the customers are
facing a challenge to select the best and most appropriate
providers from numerous offers. In [3], the author points
out a typical scenario, where a Cloud provider can offer a
“wonderfully” secure service while another may not, if the
latter charges half the price, the majority of organisations
will opt for the latter one as there is no real way to explore
the difference.

Lack of Identity Management Solutions for Fed-
erated Clouds: (Federated) Identity Management (FIM)
becomes important when thinking about federated Clouds.
For example, an employee from Enterprise A is allowed
to access certain resources in the Cloud environment
of Enterprise B. Here, FIM provides means for shar-
ing resources and services between enterprises without
adopting the same technologies for directory services,
authentication, and authorization. However, existing FIM
solutions usually force the enterprises to share a com-
mon trusted third party as identity management provider
(also known as authentication broker) like myOneLo-
gin(http://www.myonelogin.com/). This kind of applica-
tion may introduce a single point of failure as well as
a single point where the security of an entire service
inventory can be breached.

Lack of Latency and Bandwidth Guarantees:
There are two essential characteristics that customers
want to be ensured by the service providers: latency and
bandwidth guarantees. Latency depends on the geograph-
ical placement of servers and content delivery network
(CDN) services. Gomez Inc. has shown the test results
where geographical location of the data centers is the main
reason for lower or higher latency in the Cloud [4]. CDN
services can be a solution of higher latency, but latency
problems exist in certain cases [4]. High price, and variable
throughput (e.g., in the case of sharing a VM with a
bittorrent server) are the main factors behind offering less
guarantees regarding bandwidth by the Cloud providers
to their customers.

Weak Service Level Agreements (SLAs): Standard
service level agreements (SLAs) in the present Cloud mar-
ket are also one of the obstacles that the consumers face
while adopting the services offered by the Cloud providers.
Consumers might face problems that occur from vendor
lock-in, insufficient security measures, data unavailability,
hidden costs, and non-transparent infrastructure. In most
cases, SLAs are created to protect the vendors/providers

and not the customers. Most of the above mentioned
problems are overlooked in current SLAs offered by the
Cloud providers [16].

Lack of Standards and Interoperability: Cloud
providers are not using any kind of common open stan-
dards yet which can lead the customers into problems
like vendor lock-in and data portability. Even, there is
no independent accreditation body to accredit the Cloud
providers [3]. Some providers are offering portability fea-
tures but within a limited boundary.

Lack of Customer Support: Providers, such as,
Rackspace Inc., GoGrid or ZOHO are offering 24/7 cus-
tomer support for free. However, Microsoft or Amazon is
more inclined to provide paid customer support. Google’s
attitude is more likely: “Cloud it on your own” towards
customers [17].

Perceived Lack of Reliability: Availability of re-
sources in Cloud Computing is one of the biggest concerns
for the consumers [11], [18]. Here, availability does not only
refer to the reachability of the Cloud service, but also the
success rate of the transaction. Most Cloud providers do
not define the availability in this way. Cloud providers use
the “availability” term to show their customers the level
of reliability they would get regarding the Cloud services.
Most cloud providers offer 99.99% availability for their
servers, but it is not clear whether the availability is for
a single server where the virtual instance of particular
customer resides or for all the servers placed in data
centers in different locations of the world. There have
already been numerous reported outage incidents in the
data centers of the Cloud providers [11] which conveys
a negative message to the Cloud consumers about the
providers regarding reliability.

Absence of Independent Quality Assurance Body:
Cloud providers, e.g., Amazon, ZOHO, Rightscale are
offering monitoring tools for the consumers to monitor
their service availability and performance in real-time with
extra charges. Yet, most of the Cloud providers are not
offering these kind of solutions and if they do, they do
not really monitor the SLA compliance. Alternatively,
companies, such as, Gomez Inc. and Hyperic Inc. is offering
monitoring services to evaluate the Cloud providers based
on specific characteristics (e.g., SLA compliance, elasticity
or cloud bursting, and etc.), which cannot be monitored
from the proprietary tools offered by the providers. All in
all, independent quality assurance bodies for monitoring
the performance or quality of the Cloud services (besides
Gomez Inc. and Hyperic Inc.) are still missing. Thus,
Cloud customers are often let alone presently.

C. Recommendations Towards Trustworthy Cloud Service
Environments
A number of threats and risks are listed regarding Cloud

Computing paradigm in the previous section. However,
Cloud providers are coming up with new ideas (e.g. 24/7
free customer support, publishing case studies of end
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customers in web portal, offering trial periods, and etc.)
to increase the customers’ confidence towards Cloud-based
services. But, the new initiatives are still far away from
mitigating the threats and risks introduced by Cloud
providers. Thus, Cloud service environments are still per-
ceived as not sufficiently trustworthy from customers’
perspective. A set of recommendations to increase Cloud
providers’ trustworthiness is given below:

• An independent mediation layer is needed to evaluate
the service providers.

• Evaluation framework should be trusted enough so
that malicious providers cannot manipulate the eval-
uation process.

• Cloud service providers should be evaluated based
on fine-grained QoS parameters together with con-
sumers’ feedbacks, recommendations, and further spe-
cific parameters related to the Cloud Computing
environment.

IV. Trust and Reputation in Cloud

Environments

We see that support for customers in selecting Cloud
providers is important and We believe that trust and rep-
utation models which are successfully used in eCommerce,
product reviews, P2P, online social networks, wireless
sensor and adhoc networks will come into play here.

A. Definitions and Related Work
Trust and reputation are two essential concepts facili-

tating the decision making in many fields, from ancient
fish market to the eCommerce. Trust is the subjective
expectation of one entity about another within a specific
context at a given time [2], [19], [20]. Reputation, on
the other hand, is what is believed about an entity’s
standing by the community [2]. This belief can be derived
from direct or indirect experiences collected in previous
interactions between entities. It is important to note that
trust can be used to determine the reputation of an entity,
and vice versa [21].
We aim to explore the trust and reputation based

approaches for supporting customers in selecting service
providers in the Cloud environment. In online service
environments, trust and reputation models have been
proven useful in decision making [2], [21]. The concepts
have also been adapted to wireless sensor and adhoc
networks to solve problems such as, in choosing relay nodes
to forward packets or for accepting location information
from beacon nodes [22]. Furthermore, the integration of
trust management systems in Grid computing has already
received attention [23].
Recently, a trust-based reputation system is proposed to

determine service trustworthiness in Intercloud computing
envionments [23]. But, this system does not take account
of different QoS parameters and contextual parameters
(e.g., different service delivery models and service deploy-
ment models) which are important means to evaluate the

Cloud providers; especially We see the need for identifying
the parameters that are relevant for the customers as a
basis for the trust establishment. Therefore, as a first
step to integrate trust and reputation system in Cloud
environment, a set of QoS+ (beyond QoS) parameters are
presented in the next section.

B. QoS+ Parameters for Cloud Computing Environment
In section III-B, a number of shortcomings are identified

in Cloud Computing environment showing which aspects
in particular need to be improved to make the Cloud
market more trustworthy for the consumers. This brings
up new challenges in the area of trusted computing, Cloud
service computing, attestation, and trust and reputation.
When selecting a Cloud provider multiple parameters are
important, which need to be identified properly. Also,
there is need for mechanisms to measure those param-
eters and aggregate these measurements based on the
customers’ preference regarding the importance of the
parameters. Based on the state-of-the-art survey presented
in section III We have identified the following parameters:

i) Service Level Agreement (SLA), ii) Compliance or
accreditation or certification, iii) Portability feature, iv)
Interoperability feature, v) Geographical location of the
data center (Cloud), vi) Customer support facilities, vii)
Performance test, viii) Deployment models(e.g., private,
public, and hybrid clouds) ix) Federated identity man-
agement solution, x) Security measures, and xi) User
recommendation, feedback and publicly available reviews.
There are two parameters (i.e. Performance test, and

Security measures) which can be further explored as fol-
lows:
i) Performance test: a) Latency, b) Bandwidth, c) Avail-
ability, d) Reliability, e) Elasticity.
ii) Security measures: a) Crypto algorithms and key man-
agement, b) Physical security support, c) Network security
support, d) Data security support.

V. Shaping the Research Challenges

There are number of challenges around each of the
parameters mentioned in section IV-B. We will discuss
those as follows:

Specification and Evaluation of SLAs: A big chal-
lenge for the Cloud customers is to evaluate SLAs of
Cloud vendors. Most vendors create SLAs to make a
defensive shield against legal action, while offering minimal
assurances to customers [24]. So, there are some important
issues [24], e.g., data protection, outages,and price struc-
tures, that need to be taken into account by the customers
before signing a contract with a provider. The specification
of SLAs will better reflect the customers’ needs if they
address the required issues at the right time.

Common Standards and Unified Accreditation:
Security-based accreditation for Cloud Computing would
cover three main areas which are technology, personnel and
operations [3]. Technical standards are likely to be driven
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by organizations, such as, Jericho Forum1 before being rat-
ified by established bodies, e.g., ISO2 (International Stan-
dard Organisation). On the personnel side, the Institute
for Information Security Professionals3 (IISP) is already
offering formal accreditation for the security professionals.
For the operational elements, there are some workable
solutions such as tweaking the ISO 27001 and using it as
the default measurement standard within the framework
of the SAS 704. Currently, one of the main problems is
that there are many fragmented activities going in the
direction of Cloud accreditation, but a common body for
the coordination of those activities is missing. The creation
of a unified accreditation body to certify the Cloud services
would also be a big challenge.

Establishing Common Security Measures for
Cloud Computing: This is a broad area which spans
from ensuring the trustworthiness of services (i.e. they be-
have as expected) to provide guarantees about the security
of infrastructure at the service provider side. In section
III-B, We have listed some issues regarding information
leakage, data protection, and privacy. This brings up new
challenges in the area of privacy-enhancing technologies
and trusted computing including trusted computing plat-
forms and trusted platform modules.

Supporting Customers in Selecting Service
Providers: The current initiatives mentioned in section
III-C are offered by the service providers to gain more
trust from and show transparency to their potential cus-
tomers which seems still to be insufficient. There is no
third-party assurance body yet to evaluate the vendors.
The novel prize winning economist George Akerlof has
already described the risk and consequences of not having
an independent assurance body in a typical eCommerce
environment in his famous paper [25]. Similar problems
may arise in the Cloud environment which can affect the
economical aspect of Cloud Computing and decrease the
level of trust of customers towards Cloud providers.
The focus of our research is to support the customers

in selecting the Cloud service providers using trust and
reputation concepts. In this field, We still see numerous
challenges and list the most important ones below:

Computation of Trust: Trust computation should
consider the parameters listed in section IV-B, which
represent the competencies and capabilities of a service
provider in certain contexts, e.g., providing security mea-
sures, accreditation, bandwidth, customer support, and
etc. The consideration of these different contexts brings
up challenges regarding: a) aggregation of objective trust
parameters, such as, expert ratings or real time measure-
ments of elasticity, response time, and subjective trust
parameters, such as, recommendations by other customers,
b) combining hard trust, e.g., certificate and hardware

1https://www.opengroup.org/jericho/
2http://www.iso.org/iso/home.htm
3https://www.instisp.org/SSLPage.aspx
4http://www.sas70.us.com/what-is/what-is-sas70.php

based trust with soft trust, e.g., user feedback, c) ag-
gregation of parameters from different rating domains,
e.g., binary, discrete, and continuous, and d) reasoning
about competencies: e.g., service providers might highlight
competencies such as supporting TPM (Trusted Platform
Module)-based servers and following a reliable external
auditing standard (e.g., SAS 70 Type II) providing good
evidence that the bookstore is less exposed to VM and
hypervisor attacks and has the ability to safeguard the
customers’ data. However, those measures cannot ensure
timely delivery of an ordered book.

Customization vs. “One Size Fits All”: When
trust is derived from different parameters, it is possible to
consider subjective interests and requirements depending
on the entity evaluating the trustworthiness of a service
provider or to provide only a single “objective” trust (or
reputation) value per service independent from the entity
evaluating the trustworthiness. The subjective trust values
provide means for considering the preference of each user
in detail, while service providers might be more interested
in the calculation of a single trust (or reputation) value, as
this might be more directly influenced and observed by the
companies. Customization allows users to define the pa-
rameters relevant for trust establishment from their point
of view and supporting the user in weighting those pa-
rameters. For example, one customer might give a higher
weight to security measures whereas for another customer
a high-quality customer support is more important for the
trust establishment.

Whom to Trust in Trust Establishment?: Estab-
lishing trust between the service providers and consumers
has always been a challenge in service environments. Trust
can be established in two ways: one way is to hosting
trust models in centralized repository and other way is
to use decentralized trust models. Both have advantages
and disadvantages. In centralized trust models, requiring a
trusted third party, users cannot manipulate the data ex-
cept the ratings they provide themselves. The aggregation
methodology can be kept secret and the individual ratings
of an entity are not necessarily not published. However,
the trusted authority hosting the centralized repository
may manipulate the results and represents a single point
for attacks. Decentralized trust models do not require
a trusted third party, however, one has to trust in the
mechanisms which are used for distributing the ratings and
to consider the costs for distributing the ratings among the
entities. The latter can be solved by applying algorithms
that aggregate the individual ratings by only communicat-
ing with an entity’s local neighborhood. A disadvantage
of decentralized models is that preserving privacy can
become harder as more information is distributed between
the participating entities. However, entities are usually free
to decide to whom they offer information.

Transferring Trust between Contexts: The cus-
tomers’ trust towards a service provider depends on appli-
cation context or the scope of the interaction. The transfer
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of trust across those contexts is a big challenge for trust
and reputation systems. For example, a service provider
offers an email service and a video rendering service,
both belonging to SaaS. Both application contexts require
different competencies, e.g., spam protection issues and
storage in the email context whereas for video rendering
context latency, bandwidth, and parameters dealing with
performance issues (e.g., response time, CDN facilities,
and etc.) are important. Here, transferring trust, estab-
lished in one context (email) to the other one (video
rendering) is not a trivial task.

Attack Resistance: As soon as the influence of trust
and reputation models on the decision of customers will
grow, the interests in manipulating those values might
grow, as seen in service environments earlier. A number
of different attacks (e.g., Playbooks, Proliferation attacks,
Reputation lag attacks, and etc.) against trust and repu-
tation systems have been discussed [26], [27]. These types
of attacks will also be of concern when designing trust and
reputation systems for Cloud Computing environment.
Thus, attack resiliency is the central design goal for the
developers of these kind of systems.

Making Trust Information Transparent to the
User: Derived trust values or reputation score should be
transparent to the consumers so that they can easily take
trust-based decision. To make the trust values transparent,
users need an intuitive representation of trust supporting
the relevant parameters.

VI. Conclusions and Future Work

In this paper, We have portrayed the landscape of
Cloud Computing, describing what Cloud Computing is
about, and what kind of services are offered by the Cloud
providers at present. We have also listed the key benefits
and identified possible threats and risks that come with
Cloud Computing from the customers’ perspective. These
obstacles lead us to identify a set of QoS+ parameters
(mentioned in section IV-B), which are important to assess
the service providers and support customers in selecting
among them. We have pointed out a number of research
challenges regarding SLA specifications, open standards
and accreditations, security measures, and service selec-
tion in Cloud Computing. Especially, We believe that
the establishment of trust in the Cloud environment is a
major issue for the success of Cloud Computing. Therefore,
We have outlined a set of research challenges regarding
trust and reputation models in Cloud environment in the
previous section.
State-of-the-art trust and reputation models, as men-

tioned in section IV-A, have been proven promising to
support customers in diverse areas. But, those models do
not address most of the research challenges outlined in the
last section. Thus, in the future, We will continue along
the direction of supporting customers in selecting service
providers in Cloud environment.
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