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ABSTRACT

Physical layer security schemes for wireless communications
are currently crossing the chasm from theory to practice.
They promise information-theoretical security, for instance
by guaranteeing the confidentiality of wireless transmissions.
Examples include schemes utilizing artificial interference—
that is ’jamming for good’—to enable secure physical layer
key exchange or other security mechanisms. However, only
little attention has been payed to adjusting the employed
adversary models during this transition from theory to prac-
tice. Typical assumptions give the adversary antenna con-
figurations and transceiver capabilities similar to all other
nodes: single antenna eavesdroppers are the norm. We
argue that these assumptions are perilous and ’invite the
thief’. In this work, we evaluate the security of a represen-
tative practical physical layer security scheme, which em-
ploys artificial interference to secure physical layer key ex-
change. Departing from the standard single-antenna eaves-
dropper, we utilize a more realistic multi-antenna eavesdrop-
per and propose a novel approach that detects artificial in-
terferences. This facilitates a practical attack, effectively
’lockpicking’ the key exchange by exploiting the diversity
of the jammed signals. Using simulation and real-world
software-defined radio (SDR) experimentation, we quantify
the impact of increasingly strong adversaries. We show that
our approach reduces the secrecy capacity of the scheme by
up to 97% compared to single-antenna eavesdroppers. Our
results demonstrate the risk unrealistic adversary models
pose in current practical physical layer security schemes.
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1. INTRODUCTION

In recent years, novel and innovative physical layer secu-
rity schemes have been put into practice in different applica-
tion scenarios. Approaches based on artificial interference—
also known as ’jamming for good’—have been widely dis-
cussed to enhance confidentiality in wireless communica-
tions. Apart from distorting wireless communications, jam-
ming can be effectively applied to degrade the signal de-
coding at an eavesdropper. A closer look into current work
reveals a number of shortcomings in practical solutions for
physical layer security. In particular, we find attacker mod-
els to be severely constrained or unrealistic. In what follows,
we present three defense schemes together with their main
weaknesses.

Gollakota et al. apply jamming techniques to prevent
unauthorized access to wirelessly accessible implantable
medical devices (IMDs) that do not offer sufficient protec-
tion against attacks on their own. Their work [10] introduces
an external shield to protect the devices by jamming the
communication to potential attackers. Using such a shield
prevents the inconvenient replacement of insufficiently pro-
tected IMDs by surgery. In [22], Tippenhauer et al. attack
this scheme by placing the attackers’ antennas equidistant
to the jammer’s antenna. This allows to suppress the jam-
ming signal by destructive interference, while amplifying
the used data signal.

In [3], Anand et al. aim at gaining confidentiality by trans-
mitting a jamming signal together with the data signal. Us-
ing multi-antenna systems, the transmitter avoids jamming
the intended receiver while disturbing any eavesdropper in
its vicinity. Here, the sender uses a transmit filter that trans-
mits artificial noise orthogonally to the intended receiver’s
wireless channel. To break this scheme, in [21], Schulz et
al. assume a multi-antenna eavesdropper with capabilities
similar to those of the sender in [3]. Additionally, they as-
sume partial knowledge of the transmitted data to train an
adaptive filter that spatially separates jamming from data
signals. This paper highlights the need to evaluate physical
layer schemes also employing existing attack methodologies,
in this case transferred from the cryptography domain.

Another category of physical layer security schemes has
been designed to perform key exchange in wireless systems.
One practical example is iJam, introduced by Gollakota et
al. in [11]. Here, jamming is used by the receiving commu-
nication partner to occasionally disturb a transmission of a
secret key. Assuming that only the receiver knows which
parts were jammed, an eavesdropper can neither suppress
the jamming nor extract the exchanged key. The authors
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assume a single-antenna eavesdropper. To the best of our
knowledge, we are not aware of existing attacks against this
scheme.

Summarizing, all of these physical layer security ap-
proaches use adversary models matching the capabilities of
the defending systems. We argue that these adversary mod-
els are too weak for practical scenarios. The main problem
is the assumption of only single antenna eavesdroppers.

In this work, we focus on the use of jamming detection
mechanisms. Schemes like iJam rely on the fact that an
eavesdropper should not be able to differentiate between
jammed and naturally distorted signals. We demonstrate
that the use of multiple antennas at the eavesdropper alone
is sufficient to reliably detect the intentionally distorted in-
formation. Our contributions in this paper are the following:

e We introduce a new analysis scheme that distinguishes
between jammed and unjammed transmissions based
on the diversity of jammed signals.

e We apply our scheme on iJam [11], as a representative
physical layer security scheme, and identify its benefits
by utilizing multiple antennas.

e We implement our scheme in MATLAB for simulation
and practical SDR-based evaluation with WARPLab us-
ing the wireless open-access research platform (WARP)
(1].

Our results show that multi-antenna eavesdroppers (ex-
ploiting the signal diversity on different antennas) are able
to mitigate the artificial interference caused by jamming
signals. The capability to distinguish between jammed and
non-jammed parts of a transmission gives multi-antenna
eavesdroppers the ability to combine the correct signal parts
containing the undisturbed key bits in iJam. We consider
the action of breaking the key exchange scheme this way
is comparable to ’picking a lock’, which generally refers to
opening a physical lock without the original key. With this,
we practically outline the threat of multi-antenna eaves-
droppers and show how easy attackers can improve their
performance by using multiple antennas. In contrast to [22],
we consider more than two eavesdropping antennas and do
not assume them at specific locations. Our work aims at
raising attention to the problem of refining realistic attacker
models for future physical layer schemes.

This paper is structured as follows: in Section 2, we pro-
vide background information and related work on physical
layer key exchange and artificial interference. In Section 3,
we analyze the received signals and identify properties to
distinguish clean and jammed signals. Based on our find-
ings, we propose a concrete attack scenario and show under
which circumstances eavesdropping becomes possible. Im-
plementation details are provided in Section 4. We evaluate
our findings in simulation and testbed experiments in Sec-
tion 5 and show that a practical eavesdropper can obtain
the secret key properly. Finally, we provide an outlook on
future work conclude this paper in Section 6.

2. BACKGROUND AND RELATED WORK

In the following, we present related work in the area of
physical layer security and describe how the key exchange
scheme iJam works. Further, we discuss the commonly ap-
plied adversary model and outline the challenges for physical
layer security schemes.

2.1 Physical Layer Security

Wireless communication systems are very important in
today’s society. However, due to the broadcast nature of
wireless channels, attackers can easily eavesdrop on the com-
munication. To defend against such attacks, confidentiality
preserving techniques like encryption are required and gener-
ally employed from the data link layer upwards. The physi-
cal layer—where information is modulated into waveforms—
is often ignored when it comes to securing communication
systems. Regarding various attacks against cryptography or
those bypassing cryptography, the physical layer offers an
additional layer of protection. It uses properties based on
signal propagation and wireless channel characteristics to
increase the secrecy of a communication system.

The research interest into physical layer security in infor-
mation theory is mainly driven by Wyner’s idea of the wire-
tap channel [24]. Wyner shows that secrecy can be achieved
on the physical layer as long as the eavesdroppers channel
conditions are worse than those of the intended receivers.
The challenge lies in designing protocols that degrade the
eavesdropper’s channel without disturbing the intended re-
ceiver.

A promising method to achieve this draws on friendly
jamming—or ’jamming for good’—that blocks unwanted
communication in wireless networks as described in [23].
Specifically applied to disturb eavesdroppers, the interfer-
ence degrades the eavesdropper’s reception without affecting
the regular communication (see [8]).

The main purpose of key extraction and key exchange on
the physical layer is to get keys for cryptographic algorithms
operating on higher layers. Additionally, it is an example for
the interaction between physical layer security and cryptog-
raphy. Key extraction schemes, as presented in [16, 2], are
based on the reciprocity of the wireless channel that allows
to extract the same key on both ends. Several improve-
ments accelerate the key generation rate using particular
properties of the channel [25, 4, 7, 15, 17, 26]. The entropy
of the extracted key mainly relies on the mobility of the
devices or the environment. Hence, key extraction mecha-
nisms exhibit low entropy and low key generation rates in
static environments. They require extensive privacy ampli-
fication mechanisms to obtain keys with sufficient entropy
[13]. Key exchange mechanisms as described in [11, 6, 19,
18], in contrast, do not rely on channel variations. They
utilize physical layer mechanisms to confidentially transport
existing keys to other communication partners without be-
ing eavesdropped. As this work focuses on the security of
key exchange schemes, the following section deals with them
in detail.

2.2 Exchanging keys on the physical layer

In key exchange mechanisms like iJam [11], two commu-
nication nodes agree on a shared key by partially jamming
an exchange of random values. While one node transmits
a random value, the other occasionally jams the transmis-
sion to prevent an eavesdropper from receiving. The iJam
system model consists of three parties. We name them Al-
ice, Bob, and Eve as depicted in Figure 1. Each of them
is equipped with a single omni-directional antenna. It is
Alice and Bob’s intention to secretly exchange a key with-
out Eve learning the key bits. The three parties behave as
follows: Alice generates a random value and encodes it for
wireless transmission but duplicates each symbol in the sig-
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Figure 1: The key exchange system model: Alice
transmits a signal to Bob, while Bob is jamming to
distort Eve, who resides at arbitrary locations and
observes the interference of both signals.
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Figure 2: In iJam, Alice and Bob mutually ex-
change a secret while jamming. First, she transmits
a signal with duplicated symbols and preceded pi-
lot sequence while he is jamming. Afterwards, they
switch roles and he transmits a signal while she is
jamming. The jamming only distorts each signal
part either in the first symbol or its repetition. To
reconstruct the transmitted signal the unjammed
parts need to be combined to a clean symbol.

nal. Each symbol, including the duplicate, is transmitted
to Bob. At the time of reception, Bob transmits jamming
signals at different powers that distort each sample; either
in the original symbol or in the corresponding duplicate.
Different powers are required to avoid jamming detections
based on signal strength measurements at different positions
around the communicating nodes. Since Bob knows which
samples were jammed, he picks the clean samples and re-
constructs the transmitted signal as shown in Figure 2. In
contrast, Eve, who resides at an arbitrary location, is un-
able to distinguish between jammed and clean samples and,
thus, is unable to decode the secret correctly. After Alice
successfully transmitted a random value to Bob, both flip
their roles and Bob transmits a random value to Alice in
the same manner. Then, they compute the shared secret by
concatenating the exchanged random values. The secret can
then be used as a key to encrypt upcoming communications.

To guarantee the secrecy of the key during the exchange,
iJam runs for multiple rounds. In each round, Alice selects
a random value of fixed bit length and modulates it into
an orthogonal frequency division multiplexing (OFDM) sig-
nal. Therefore, she maps the random bits to quadrature
amplitude modulation (QAM) symbols that are distributed
over the available OFDM subcarriers. Each of the generated

OFDM symbols is duplicated before transmission and a pilot
sequence is prepended. Bob uses the pilot sequence to de-
tect the beginning of the transmission and starts jamming
single samples of the signal. He either jams the original
or the duplicated sample, and uses the respective other to
reconstruct the complete information sent by Alice. Bob’s
jamming signal is Gaussian noise over the whole bandwidth
used by the OFDM symbols.

When Alice transmits a time domain signal z, and Bob
jams with x;, all nodes in vicinity receive a combination of
these signals over different wireless channels. With h,, we
denote the channel impulse response from Alice, and with
hpy the channel impulse response from Bob. Any node will
receive the time-domain signal

Y=ha*xxa+hpxxp + 1 (1)

where n denotes the noise present at the receiver. The sym-
bol * represents the convolution operation. To extract the
information transmitted by Alice, Bob first needs to esti-
mate the channel h, using the pilot symbols transmitted by
Alice. Then he uses the channel estimate to extract z,. As
Bob knows when his jamming signal xp is zero, he knows
which of the transmitted symbols are not disturbed by jam-
ming.

2.3 Adversary model

Similar to most existing practical works, iJam considers
a fairly simple adversary model. The adversary is a single
passive eavesdropper that listens (with an omni-directional
antenna) in wireless communications. She is able to move
freely, but unable to be at multiple locations simultaneously.
She can choose locations close to any communication party
or reside directly in between them. Based on transmitted
pilot sequences, the adversary is able to estimate the chan-
nels between herself and other communication parties. In
general, the idea underlying iJam is that it is independent
from the adversary’s hardware. However, it assumes the
adversary to utilize only one antenna and not to cooperate
with other attackers. Neither multiple antennas nor directed
antennas are considered.

Since eavesdroppers cannot be prevented from using mul-
tiple antennas, we extend our adversary model to multi-
antenna eavesdroppers. On each antenna, the adversary re-
ceives superpositions of signals traversing different channels.
In contrast to [22], she can freely choose her antenna loca-
tions. Even though we do not explicitly consider collabora-
tive attackers, the principles we explain in the following can
be adapted to them.

2.4 Design challenges in key exchange

To secure the key exchange, the system has to ensure
that jammed samples are indistinguishable from clean sam-
ples and that jamming effects are independent from the ad-
versary’s location. In iJam, signals are OFDM modulated,
which implies that signal samples are normally distributed
in the time domain. The jamming impulses are also chosen
from a normal distribution. Thus, also the superposition
of both signals at the eavesdropper is normally distributed.
Hence, jammed and clean OFDM signals look similar and
are hard to distinguish.

According to [11], the effectiveness of jamming depends on
the distances between Eve, Alice and Bob. Assuming Alice
and Bob use the same transmit powers and Eve is close to



Bob, Eve receives Bob’s jamming signal with higher power
than Alice’s signal. If Eve resides close to Alice, Eve is less
affected by the jamming signal. To overcome the problem
of simply choosing one location that is barely affected by
jamming, iJam is performed mutually. Alice and Bob both
take turns in sending and jamming. After Alice has trans-
mitted a random value towards Bob, they switch roles, and
Bob transmits, while Alice is jamming. To compute the
shared secret, both transmissions are required. Hence, Eve
cannot always reside closer to the sending or jamming party
anymore. Gaining advantage in the first duration implies a
disadvantage in the second duration and vice versa.

Eve aims at obtaining the transmitted key by listening in
the transmitted data. She resides at an arbitrary location
in the network but does not change it during protocol ex-
ecution. She receives a combination of the useful and the
jamming signal. However, unlike Alice and Bob, she lacks
the information about jammed samples. She needs to com-
pare two samples and decide for one to decode. Since both
samples are normally distributed with zero mean, it is likely
that samples with higher magnitudes are jammed. In [11],
Eve distinguishes the samples based on their magnitudes ac-
cording to a maximum likelihood hypothesis testing strat-

egy:

Hy
151 2 |Saf” )
Hay
where S; and S3 are the received samples, H; denotes the
hypothesis that S; is jammed, and Hsy the hypothesis that
So is jammed. However, the assumption that higher magni-
tudes indicate greater variances is quite unrealistic.

According to iJam [11], stated detection scheme, solely
considering the samples’ magnitudes, is the best guess the
adversary is able to make. It is questionable if this is truly
the best an adversary can achieve. Therefore, we consider a
realistic and more powerful multi-antenna eavesdropper in
this work and investigate if better attack results are achiev-
able.

3. JAMMING MITIGATION

The previous section describes a physical layer key ex-
change scheme that proved to be effective in preventing
single-antenna eavesdroppers from decoding a signal. Fur-
ther questions arise as to whether multi-antenna receivers
can improve decoding. In this section, we analyze how mul-
tiple antennas could exploit signal diversity to differentiate
jammed and clean transmission.

3.1 Signal differences

To delve into the effects of multiple receiving antennas,
we examine how jammed and clean signals differ from each
other depending on the eavesdropper’s location. Let Al-
ice transmit a time-domain signal x,, while Bob jams with
z,. Each of Eve’s antennas receives a combination of both
signals over different channels as shown in Equation 1. Re-
garding a single subcarrier k, we express the received signal
on this carrier in the frequency domain as

Xei (k) = Hase; (K) - Xa(k) + Hpse; (k) - Xo (k) + Ne; ()
()

where X, (k) and X, (k) are the Fourier transforms of z, and
2y, Hase; (k) and Hy_,, (k) express the channel coefficients

from Alice and Bob to Eve, and N, (k) denotes additional
noise at Eve’s ith antenna. Eve learns approximations to
H,_c,(k) by estimating the channel coefficients with the
prepended pilot sequences. However, since Bob does not
transmit proper OFDM symbols when jamming, Eve is un-
able to learn Hy_,., (k). Applying the channel correction by
multiplying Equation 3 with the inverse of the estimate of
Hg,_c,(k) results in the channel corrected signal

Hyse, (k) Ne, (k)
Xe. (k) = Xo(k)+ ——=% - Xp(k) + ———+— 4
B =L ey O m @
signal - > ﬁf—/
interference noise

which consists of the signal X, (k) plus interference of the
jamming signal X3 (k) and noise.

To evaluate the divergence of the received signal, let Eve
compare the signals on two antennas X., (k) and X, (k).
She computes the divergence as

AX. (k) = Xo, (k) — Xe, (k)
_ (Hb—>e1 (k) _ Hb—rez (k)

)Xl

Ha%el (k) Ha%el (k)
interference
Ne(B) _ Neyh) -
Ha—>61 (k) Ha—>52(k)

noise

that, under the assumption of perfect channel correction,
consists of interference and noise only. In the jamming free
transmission, the jamming part X (k) remains zero and can-
cels out the interference. Thus, the divergence only depends
on noise. If we assume that the noise in clean and jammed
transmission has equal power, the divergence in jammed
transmissions is higher than that observed in clean trans-
missions. Hence, we identify a property of physical layer sig-
nal propagation that indicates whether the signal has been
jammed during transmission.

3.2 Exploiting signal diversity

Based on our findings on signal diversity on different re-
ceiving antennas (in particular higher divergence when jam-
ming), we propose to exploit the diversity gain as an attack
vector.

As stated above, Eve receives a combination of Alice’s and
Bob’s transmitted signals x, and x, on each of her receiv-
ing antennas. While Bob knows which samples in the signal
are jammed, Eve does not have this information. She needs
to decide which of the two samples to decode. Since Eve’s
antennas are separated in space, they are affected indepen-
dently by multi-path propagation. Alice’s and Bob’s signals
overlap differently on each of Eve’s antennas. In order to
separate them, we come up with a detection scheme that
does not require any knowledge on the channel towards Bob
and aims to identify jammed samples in the signal.

To identify the jammed samples, Eve analyzes the impact
of each samples on the frequency spectrum of the symbol.
Let s;,, with I € [0, L — 1], be the L time domain samples
of an OFDM symbol received at Eve’s ith antenna. To ob-
tain the frequency domain of a signal, Eve typically applies
a discrete Fourier transform (DFT). Since only individual
samples are jammed, Eve needs to handle them individu-
ally. For each sample s; ;, she computes the representative in
the frequency domain by directly computing the frequency



Table 1: Summary of the major experimental goals and contributions of the paper

Experiment (technique) Section Results

Feasibility of lockpicking key exchange in 5.3, 5.4, 5.5,
noiseless environments (simulation) 5.6, 5.8
Feasibility of lockpicking key exchange in 5.9

different distances (simulation)

Performance in a practical man-in-the- 5.3, 5.4, 5.5,
middle (MITM) scenario (testbed) 5.6, 5.7
Feasibility of eavesdropping in vicinity 5.9
(testbed)

Feasibility of lockpicking key exchange in  5.11

a common office scenario (testbed)

Our multi-antenna approach enables Eve to reduce the secrecy capacity between
Alice and Bob. Utilizing two antennas, the detection rate is as high as 84%.

Our scheme has a low location dependency from a certain distance to Alice and
Bob on. It performs best, if Eve is located equidistant to Alice and Bob.

Our multi-antenna attack successfully eavesdrops on the key exchange. With four
antennas, it reduces the secrecy capacity by 97.3%.

Locations in very close proximity to any of the keying parties are unfavourable for
eavesdropping on a mutual transmission.

Our eavesdropping attack suitably decreases the secrecy in non-optimal locations.
Utilizing four antennas, we reduce the secrecy capacity by up to 84%.

components according to the DFT definition:
. 1
Sii(k) = Si,ze_ﬂﬂkf (6)

The resulting frequency domain value S;;(k) represents
the information each sample s;; provides to subcarrier
k € [0,L — 1]. However, the frequency spectrum is still af-
fected by channel distortions. To correct this, Eve multiplies
Si,i(k) with the corresponding inverse channel estimate in
the frequency domain:

Sia(k) = Siu(k) - H . (k) (7)

In a jamming and noise free transmission, this value should
be equal on all antennas, since channel distortions are com-
pensated. However, if the sample is jammed, artificial inter-
ference occurs and S; ; differs for a given sample j on each
antenna i. Therefore, Eve computes a metric for sample [
as variance of all corrected frequency spectra received with
all antennas

mi(k) = Var [Sou(k), S1i(R), ., Si-ra(®)] (®)

and takes the average over all subcarriers:
=

High values of m; indicate high differences between the re-
ceived samples on the antennas and, therefore, a high prob-
ability that the sample is jammed.

To apply the detection scheme, Eve waits until she receives
a complete symbol with its duplicate. Then, she computes
the metric given in Equation 9 for each sample in both sym-
bols. Since each sample has been either jammed in the first
or in the second symbol, she selects the symbol with lower
m;. By appending all selected samples, Eve reconstructs
the original symbols and decodes the transmitted signal by
common means.

4. IMPLEMENTATION

We implement the physical layer key exchange mechanism
and the multi-antenna eavesdropping attack in MATLAB
while utilizing the WARP [1]. WARP is a SDR platform de-
veloped at Rice University. It provides great benefits for
evaluation of communication systems on physical channels.
For accessing WARP from MATLAB, we utilize the WARPLab
framework. WARPLab allows to control and synchronize
large arrays of WARP nodes from a single MATLAB instance.

Our signal modulation follows current WLAN standards.
We use the 2.4 GHz band with 20 MHz bandwidth for trans-
mitting signals. Since the WARP is operating at 40 MHz

sampling rate, we need to upsample our signal. For sym-
bol modulation of the source signal, we apply quadrature
amplitude modulation (QAM). Each signal is composed of
64 subcarriers, of which 52 are used for data transmission.
The OFDM symbol duration is 4.0 us, from which 0.8 us are
needed for a cyclic prefix to mitigate inter-symbol interfer-
ence (ISI). During one transmission we aggregate multiple
OFDM symbols to one frame and prepend two pilot symbols.
The jammer does not encode its signal as OFDM frames, in-
stead, it transmits single random samples without prepend-
ing pilot symbols.

As transmissions and receptions in a WARPLab environ-
ment are only coarsely triggered by Ethernet frames, there
can be offsets of multiple samples between the start of Alice’s
transmission and the start of Bob’s jamming transmission
and reception. The exact delay is found by cross-correlating
the received frame preamble with a reference. Receivers
compensates for it by shifting the received OFDM symbol
by the estimated offset.

Since clocks on different WARP nodes slightly differ, the
generated carrier frequency—used for up and downconver-
sion of baseband signals—is set off. This effect, known as
carrier frequency offset (CFO), has to be compensated for a
successful reception. Our CFO estimator is based on the im-
plementation presented in [20]. It estimates the CFO based
on consecutive pilot symbols at the beginning of each frame.

S. EXPERIMENTAL EVALUATION

To illustrate the performance of our attack, we carry out
simulations as well as practical measurements using the
WARP. We evaluate different scenarios and use the secrecy
capacity and jammed sample detection rate to describe the
strength of the eavesdropper, Eve. In detail, we conduct five
experiments, including two simulations and three practical
testbed measurements. In each experiment we evaluate
a different eavesdropping scenario. An overview of these
experiments with evaluation goals and a summary of the
achieved results is listed in Table 1. Our main goals are to
outline the effects of jamming with different jamming gains,
to demonstrate the feasibility of our detection scheme, and
to expose the performance of this eavesdropping attack.

In all of our experiments, we vary the jamming gain as de-
scribed in iJam [11] and consider Eve with a varying number
of antennas. Using a single antenna only, Eve detects the
jammed samples based on their magnitude. We consider
this scheme our baseline as it was proposed as an attack in
[11]. Using multiple antennas, Eve bases her decision on the
divergence of the received signals at different antennas—the
approach introduced in this work. We evaluate her perfor-
mance with up to four antennas.



5.1 Evaluation setup

In each evaluation setup Alice transmits a random OFDM
symbol to Bob while he transmits noise with varying power
at the same time. Eve, receives a superposition of both
signals on each of her four antennas. As she is not bound
to a certain location, we move her around for different ex-
periments. We repeat our experiments for each setting at
least 200 times in our testbed experiments and 100 times in
simulations.

To evaluate the optimal as well as the worst achievable
eavesdropping performances, we assume that Eve knows
which samples were jammed. We differentiate the optimal
and worst case to obtain an upper and lower boundary on
her performance. In the optimal case, Eve selects the un-
jammed samples and decodes the signal, like the intended
receiver would do in a normal reception. The worst case
portrays wrong filtering of the samples, which means that
Eve selects the jammed samples for decoding.

In simulation, we perform experiments in MATLAB and
use a channel model for indoor IEEE 802.11n wireless local
area networks (WLANs) in office environments as proposed
by Erceg et al. in [9]. In testbed measurements, we deploy
WARP nodes for each communication party. To evaluate
different jamming gains, we vary the transmission power of
the jamming antenna in steps with size of 2dB from 3dB
to 31dB, while keeping the transmission gain constant at
15dB. Figure 3 shows the setup for the MITM scenario with
Eve located directly in between Alice and Bob with a dis-
tance of 1.20m to each of them. In further experiments, we
vary the location of Eve to assess her performance depending
on her location.

Contrary to the simulation, we cannot receive and trans-
mit signals concurrently in our testbed environment. The
WARPLab framework only supports using each antenna ei-
ther for transmission or reception. A full duplex signal pro-
cessing chain is not provided. Hence, we need to focus our
evaluation on the signals received at Eve and express the
eavesdropping performance compared to what Eve could de-
code having jamming information. However, receiving the
signal only at Eve does not prevent us from obtaining com-
prehensive results.

5.2 Evaluation metrics

In each iteration of the experiments, we transmit a se-
quence of random data and determine the bit error rates
(BERs) at the receivers. Applying the model of the symmet-
ric binary erasure channel [14], we determine the entropy of
the received data as:

H(p) = —[p-logy(p) + (1 —p) - log, (1 — p)] (10)

where p is the probability for a flipped bit during the trans-
mission that is the BER. The entropy expresses the receiver’s
uncertainty on the transmitted data. To measure the qual-
ity of a transmission, we use the channel capacity that is
defined as C' =1 — H(p) =1 — H(BER).

To measure the attack performance, we use the secrecy
capacity Cs (as defined in [5]). Generally, C is defined as the
channel capacity of the legitimate receiver, Bob, minus the
capacity of the eavesdropper, Eve. In our setup, we redefine
Cs to be the channel capacity Copt—considering Eve having
Bob’s knowledge on which samples were jammed (optimal
case)—minus the capacity Cget—Eve achieves by applying

Figure 3: Experimental setup for the man-in-the-
middle (MITM) scenario, showing WARP nodes for
Alice, Bob, and Eve respectively.
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Figure 4: Channel capacity in noiseless simulation
at the intended receiver in optimal and worst case.

the presented jamming detection algorithm.
Cs = Copt — Cdet = H(BERaes) — H(BERopt) (11)

A high secrecy capacity implies secure communication be-
tween Alice and Bob as well as low information leakage to
Eve. To describe the performance of our eavesdropper, we
compare the secrecy capacity achievable with a single eaves-
dropping antenna and that with multiple ones. The im-
provement is assessed as performance of our multi-antenna
eavesdropping attack.

Along with the secrecy capacity, we evaluate the detec-
tion rate of jammed samples. The detection rate is the per-
centage of correctly detected jammed symbols and achieves
values of 1.0 in the optimal case (detecting all clean sam-
ples correctly), and 0.0 in the worst case (detecting only
jammed samples). An eavesdropper that randomly selects
the samples for decoding achieves a detection rate of 0.5. To
eavesdrop successfully, Eve needs to achieve a detection rate
close to 1.0.

In the following experiments we evaluate all these param-
eters, namely channel capacity, secrecy capacity, and detec-
tion rate to demonstrate the performance of our eavesdrop-
ping attack.

5.3 The effects of different jamming gains

To express the effectiveness of the jamming signal, we re-
gard the channel capacity in knowledge of the jamming in-
formation. The optimal reception that only selects clean
samples for decoding should ideally approximate a channel
capacity of 1.0 independent of the jamming gain. However,
in our simulation of noiseless transmissions (depicted in Fig-
ure 4), we observe a decreasing channel capacity at Bob for
high jamming gains, meaning that decoding errors occur. In
practical measurements, in which Eve acts as man-in-the-
middle (MITM), we observe the same effect (as illustrated
in Figure 5), even though the measurements are not as pro-
nounced as in simulation. Powerful jamming impulses still
hamper clean samples. Transmitting a single jamming sam-



Table 2: Maximum achievable detection rates in
simulation of a noiseless transmission and practical
measurements in the MITM scenario

simulation measurements

4-QAM  16-QAM 64-QAM 4-QAM 16-QAM 64-QAM

1 ant. 0.5011  0.5013 0.5012  0.5016  0.5026 0.5030
2 ant. 0.8397  0.8398 0.8399  0.7982  0.8295 0.8451
3 ant. 0.8383  0.8386 0.8386  0.8529  0.8727 0.8883
4 ant. 0.8385  0.8389 0.8387  0.8805  0.8923 0.9033

ple results in several affected samples at the receiver. This
leads to slightly increasing symbol errors for high jamming
gains that decrease the channel capacity. With jamming
gain, we refer to the antenna gain at the jamming node.
The worst case illustrates the jamming effects. At low jam-
ming gain, the jamming only causes marginal distortions
that imply a high channel capacity. For increasing jamming
gain, the channel capacity quickly decreases and approaches
zero. Especially for medium jamming gains, the differences
between optimal and worst case are obvious and represent
the jamming efficiency.

5.4 The eavesdropper’s channel quality

In contrast to the intended receiver (Alice or Bob), Eve
lacks information about which samples were jammed by the
receiver. Hence, she needs to extract clean samples using
the jamming detection scheme presented in this paper. In
Figure 6, we present Eve’s channel capacities that we simu-
lated for noiseless environments using one or two antennas.
The channel capacities resemble those presented in Figure 4.
Using only one antenna, the channel capacities approach the
worst case performance at the intended receiver. Using mul-
tiple antennas, however, allows Eve to exploit the diversity
of the received jamming signals. This way, she better re-
sists jamming distortions and increases her channel capac-
ity. Up to a jamming gain of 25dB, only marginal channel
degradations occur. Figure 7 shows the channel capacities
in the MITM scenario, measured in our testbed. We observe
that Eve’s channel capacities approach the simulated opti-
mal capacities very well, when using at least two antennas.
Eavesdropping by using only one antenna, leads to channel
capacities close to the simulated worst case.

5.5 The attacker’s jamming detection rate

Up to this point, we concentrated on analyzing the chan-
nel capacity. However, this metric does not reveal how well
the eavesdropper actually detects jamming. Hence, we in-
troduce the detection rate that indicates how many jammed
samples can be correctly detected by applying our jamming
detection algorithm. We measure this rate as a percentage.
Eavesdropping with a single antenna features detection rates
around 0.5. Hence, the uncertainty if jamming occured or
not is maximized. Using multiple antennas, however, in-
creases the detection of correct bits to 0.84 in simulation.

In our testbed measurements of the MITM scenario, we
observe similar results as in simulation (see Figure 8). In
practice, the eavesdropper achieves detection rates of up to
0.83 with two antennas and 0.89 with four antennas. We
list additional maximum detection rates in Table 2. We also
observe that low jamming gains hinder the jamming detec-
tion the most and even multi-antenna eavesdroppers only
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Figure 5: Optimal and worst case channel capacity
at Eve in the MITM scenario (testbed) in knowledge
of the jamming information
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Figure 6: Channel capacity in simulation of noiseless
transmission at Eve using either one or two eaves-
dropping antennas.
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Figure 7: Channel capacity at Eve in the MITM
scenario (testbed) when eavesdropping on 16-QAM
modulated signals with optimal and worst case
boundary.
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Figure 8: Detection rate in the MITM scenario

(testbed) with 16-QAM modulated signals.

achieve moderate detection rates. This is due to small jam-
ming signals that only cause small divergences on the receiv-
ing antennas making the detection algorithm falsely trigger
on normal signal variations (e.g. due to noise). Considering
that small distortions caused by small jamming signals only



have a small impact on the useful signal, it becomes super-
fluous to choose between the clean samples and the jammed
ones when extracting the transmitted bits. This observation
also reflects what we present in Figure 7, as low jamming
gains still result in high channel capacities.

5.6 Secrecy capacities

The secrecy capacity represents the advantage of the in-
tended receiver (in knowledge of the jamming information)
over Eve who needs to detect jammed samples first. The
simulated secrecy capacity for Eve using a single antenna
as a function of the jamming gain for different modulation
schemes is portrayed in Figure 9. Due to impairments in the
channel quality for high jamming gains and negligible jam-
ming effects for low jamming gains, it features a maximum at
medium jamming gain. For low jamming gain, the jamming
effects are simply too small to provide significant secrecy.
For high jamming gains, the jamming causes interference
with clean samples and thereby decreases the throughput
between Alice and Bob, which also decreases the secrecy ca-
pacity. The average peak value of the secrecy capacity rise
up to 0.76. In the practical experiment, we observe similar
effects. The secrecy capacity in the MITM scenario using
16-QAM modulated signals, as shown in Figure 10, achieves
a maximum 0.53 and therefore stays only slightly lower than
that in simulation. If Eve uses multiple antennas for eaves-
dropping, the situation significantly changes. In simulation,
two antennas are sufficient to reduce the secrecy capacity in
16-QAM and 4-QAM to zero. In 64-QAM, the secrecy capac-
ity drops down to 0.016, and also disappears when using at
least three eavesdropping antennas. In the MITM scenario,
using two antennas instead of one reduces the secrecy capac-
ity by 81.8% to 0.097. Using four eavesdropping antennas,
the secrecy capacity drops down by 97.3% to 0.015. The
maximum secrecy capacities for all modulation schemes are
listed in Table 3. These results imply that, in contrast to a
single-antenna eavesdropper, a multi-antenna eavesdropper
breaks the security mechanisms of this physical layer key
exchange.

5.7 Consequences of multiple antennas

While the number of receiving antennas affects the in-
tended receivers performance only marginally, it signif-
icantly influences the performance of the eavesdropper.
Using two eavesdropping antennas instead of only one, Eve
massively increases her channel capacity. More antennas
can further improve her results. With four antennas, Eve
achieves an average channel capacity that approximates the
optimal case very well. In simulation, Eve already reaches
an optimal performance with two antennas. Practical mea-
surements on our testbed are affected by noise, that multiple

Table 3: Maximum achievable secrecy capacities in
simulation of a noiseless transmission and practical
measurements in the MITM scenario

simulation measurements
4-QAM  16-QAM 64-QAM 4-QAM 16-QAM 64-QAM
1 ant. 0.7853 0.7704 0.7500 0.5344  0.5340 0.3839
2 ant. 0.0000 0.0001 0.0163 0.0700 0.0970 0.0818
3 ant. 0.0000 0.0000 0.0000 0.0283 0.0391 0.0330

4 ant. 0.0000  0.0000 0.0000  0.0121 0.0146 0.0150

e - 4-QAM - - 16-QAM —— 64-QAM

secrecy capacity

jamming gain [dB]
Figure 9: Secrecy capacity in noiseless simulation
with Eve using a single antenna.
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Figure 10: Secrecy capacity in the MITM scenario
(testbed) with 16-QAM modulated signals.
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Figure 11: Maximum achievable detection rate and
secrecy capacity in the MITM scenario (testbed) us-
ing different modulation schemes.

antennas can suppress. As shown in Figure 11, the detec-
tion rate increases in average by 64.1% with two, and by
77.6% with four eavesdropping antennas instead of one. The
capacity decreases by 82.5% or 97.0%, respectively. These
results show that Eve, in practice, is not as powerful as in
simulation but compensates her impairments with extending
number of eavesdropping antennas.

5.8 Impact of the modulation schemes

The effects of the jamming highly depend on the modu-
lation scheme. Modulation schemes of high order exhibit a
smaller Euclidean distance between the constellation points,
which implies higher susceptibility for transmission errors
and jamming. To successfully distort a symbol of low mod-
ulation order, a higher jamming power is required. Hence,
the channel capacities in 64-QAM start decreasing earlier
than in 16-QAM and 4-QAM. The behavior differs around
10dB, as seen above. A similar observation can be made



about the secrecy capacities. The maximum secrecy capac-
ity is achieved at different jamming gains. Hence, changing
the modulation index requires the jamming gain to be ad-
justed to achieve the same effects.

The maximum secrecy capacities and detection rates are
independent of the modulation scheme. Only marginal dif-
ferences are observable in simulation. Although different
modulations require adjustments, the performance of our
detection scheme remains independent from the modulation.

5.9 Dependency of the attacker’s location

As seen in the previous evaluations, the performance of the
physical layer security scheme highly depends on the jam-
ming gain. In the second simulated experiment, we there-
fore evaluate different distances of Eve to Alice and Bob.
We only consider one transmission direction in which Al-
ice transmits while Bob is jamming. The other case can
be estimated by flipping Eve’s distances to Alice and Bob.
Applying the model of free space path loss, we imply differ-
ent received signal gains at Eve depending on her relative
location to the keying parties. Doing so, we estimate the
secrecy capacity by using a single antenna as shown in Fig-
ure 12a, and by using two antennas for eavesdropping as
shown in Figure 12b. In the former case, we observe that
the secrecy rate raises up to the maximum when Eve resides
closer to Bob than to Alice. Hence, Eve is highly affected
by jamming and cannot extract any information from the
received signal. When Eve stays close to Alice, she observes
the transmitted signal with highly attenuated jamming. De-
spite lacking jamming knowledge, she decreases the secrecy
capacity close to zero. With equal distance to both of Al-
ice and Bob, Eve achieves a similar secrecy capacity to that
occurring in noiseless transmissions. This corresponds to
the operation region of the iJam protocol as stated in [11].
When Eve utilizes two antennas for eavesdropping the se-
crecy region decreases massively. Regardless of her location,
she performs better than by using a single antenna. With at
least a certain distance to Bob, the secrecy capacity becomes
close to zero. Only at locations close to him some secrecy
remains. The high power differences between Alice’s and
Bob’s signals cause interferences with clean symbols and,
thus, lead to rising secrecy capacities in Bob’s proximity.

In our experiment with Eve in the vicinity of one of the
keying nodes, we keep the WARP boards representing Alice
and Bob in the same setup as in the MITM scenario, but
move Eve’s node close to Alice. In this setup, the distance
between Alice and Bob remains 2.40 m, while Eve is 1.00 m
away from Alice and 2.60m away from Bob. Hence, Eve
overhears Bob’s signal with more attenuation than Alice’s.
Due to the asymmetry of this setup, we need to distinguish
between both directions of data transmission. In particular,
we consider the cases, (1) when Alice is transmitting while
Bob is jamming and (2) the other way around when Bob is
transmitting while Alice is jamming. The secrecy capacities
highly depends on transmission direction. In a transmission
from Alice to Bob, Eve is less affected by jamming than in
a transmission the other way around. This is observable in
the detection rates and secrecy capacities depicted in Fig-
ure 13. While achieving a satisfying detection rate for both
transmission directions, Eve cannot perfectly suppress the
secrecy when residing close to a jamming node. Taking a lo-
cation close to any of the keying nodes might be unfavorable
for eavesdropping on a mutual transmission.
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Figure 12: Maximum achievable secrecy capacity in
simulation in dependency of Eve’s distances to Alice
and Bob. We consider a unidirectional transmission
from Alice to Bob.
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Figure 13: Secrecy capacity with Eve located close
to Alice in transmission from Alice to Bob (top) and
from Bob to Alice (bottom) using 16-QAM modu-
lated signals (testbed).
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Figure 14: Experimental setup showing a typical
eavesdropping scenario in an office environment.

5.10 Eavesdropping from far-away

Moving Eve to a different room illustrates a typical eaves-
dropping scenario in office environments. As seen in Fig-
ure 14 Alice and Bob reside in one office room, while Eve is
placed in another room on the opposite part of the corridor.
Due to the higher distance to the keying parties, Eve over-



hears the signals of Alice and Bob with high attenuation,
hence, noise effects are more serious. Noise decreases the
channel capacity also in optimal reception. Thus, the de-
tection rates and secrecy capacities cannot achieve values as
good as those in the scenarios above. As shown in Figure 15,
we still observe the effects of multiple eavesdropping anten-
nas, that increase the number of correctly detected samples
and significantly decrease the secrecy of the scheme. We
achieve a detection rate of up to 0.80 by using four antennas
and decrease the secrecy capacity in average by 83.8% in-
stead of using a single antenna. Although we cannot obtain
perfect results, our eavesdropping attack suitably decreases
the secrecy even then when Eve resides further away from
the keying nodes.

5.11 Summary and Impact

With our results, we demonstrate the feasibility of our
detection scheme. We significantly decrease the secrecy ca-
pacity of the key exchange, which implies an inappropriate
amount of necessary repetitions to transmit a key securely.
As shown in Figure 16, the multi-antenna eavesdroppers en-
forces the protocol to be executed around 300 times in the
MITM scenario to achieve an optimal secrecy capacity of 1.
With the single-antenna eavesdropper a comparable secrecy
is achieved at only a few repetitions. Hence, we argue that
this need of extensive privacy amplification is impractical.

Our measurements show that Eve is most powerful, when
she resides centered between Alice and Bob. The more an-
tennas Eve uses, the better her attack performance is. In
the case when Eve is close to either of Alice and Bob or far
away, we also observed an increase in attack performance
by using multiple antennas. However, an equal distance be-
tween Eve and both keying parties (as in the MITM scenario)
maximizes the eavesdropping performance.

Based on these results, we conclude that (1) our detec-
tion scheme enables attackers to successfully eavesdrop on
the key exchange, (2) the attackers performance increases
with the number of antennas, and that (3) eavesdroppers
best reside directly in between both keying parties. These
findings imply that the investigated physical layer key ex-
change mechanisms cannot prevent multi-antenna attackers
from eavesdropping on the exchanged key. They might suc-
cessfully obtain the shared secret and decrypt confidential
communications.

6. CONCLUSION AND FUTURE WORK

In this work, we analyze the secrecy of a representative
physical layer security scheme that utilizes artificial inter-
ference to obfuscate the exchange of a key by letting the
receiver jam random samples of the transmitted signal. As
high constraints on the eavesdropper are set in the original
paper, we first strengthen the adversary model and equip the
eavesdropper with multiple antennas. This leads to a more
realistic communication scenario and increases the chances
to extract confidential information from the communication
between the keying parties. In our security analysis, we
show the reduced protection provided by the key exchange
scheme. To achieve this, the eavesdropper reveals differences
in the jamming signals by comparing the simultaneous re-
ceptions at different antennas. Due to multi-path propaga-
tion, the interference of the jamming signal with the useful
signal depends on the location of the receiving antennas.
Based on this finding, we design an algorithm to distinguish
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—a— 16-QAM, 1 ant. - @ 16-QAM, 4 ant. ‘

>

=2

Q

@

o0

@

o

> 0.

9]

£ 0.2

g . o m

7] 0‘7-[_\_!\\\\\‘ Ll |
10° 10" 10 10°

repetitions

Figure 16: Cumulated secrecy capacity over num-
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between clean and jammed signal parts and, thereby, figu-
ratively ’pick the lock’ to reveal the exchanged secret.

To validate our findings, we perform simulations and
practical experiments in our software-defined radio (SDR)
testbed, which is based on the wireless open-access research
platform (WARP). We demonstrate that multi-antenna
eavesdroppers massively decrease the secrecy during the key
exchange and easily outperform single-antenna ones. Hence,
we emphasize the need for considering strong adversaries
when designing new physical layer protocols.

As future work, we plan to investigate limitations of our
attack and harden the security scheme. Our attack assumes
different channels between the eavesdropper and the keying
parties. This is typically true for indoor WLAN communi-
cation that includes rich multi-path propagation and high
antenna spacing. However, communications on larger fre-
quencies (e.g. 802.11ad at 60 GHz) experience less multi-
path effects, and those on lower frequencies (e.g. near field
communication (NFC) at 13.56 MHz) have wavelengths that
are larger than the distance between devices. These scenar-
ios require further research on the secrecy of key exchange.
Promising improvements of the key exchange might be based
on orthogonal jamming [3] or channel randomization [12] to
obfuscate even clean signals at multiple antennas.
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