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Since the first publication of Yao [Yao86], Secure Function Evaluation (SFE) is a well-researched
problem. Continuing advances in available computational power and communication have made
secure computation of many useful functions affordable. Recent work like Fairplay [MNPS04]
demonstrate practicability of general SFE. This thesis focuses on several practical aspects of SFE.

Our new improved SFE protocol allows free evaluation of XOR gates and is provably secure
against semi-honest adversaries in the random oracle model - the same assumptions that Fairplay
relies on. The protocol merges elements of the information-theoretic SFE protocol GESS [Kol05]
with Fairplay. This results in substantial performance improvements of 50% for many important
circuit structures like addition or number comparison.

SFE is extended to allow the evaluated function to be secret and only known by one party, called
SFE of private functions (PF-SFE). These settings occur naturally in applications like no-fly-list-,
credit report-, or medical history checking. It is known that PF-SFE can easily be reduced to SFE
of universal circuits (UC). We give a practical UC construction [KS08] that is up to 50% smaller
than the best UC of Valiant [Val76] when used in today’s PF-SFE. FairplayPF was implemented as
extension of Fairplay to demonstrate practicability of PF-SFE based on the new UC construction.
Using the improved SFE protocol, UC-based PF-SFE can be improved by another factor of 4.

Besides these circuit-based approaches for SFE and PF-SFE new protocols for SFE and PF-SFE
of functions represented as Ordered Binary Decision Diagrams (OBDDs) are given that are based
on [KJGB06]. This SFE protocol for OBDDs is extended to the malicious model and shown how
to obtain a PF-SFE protocol for OBDDs at the cost of a small overhead only.

The results of this thesis substantially improve general SFE for many practical functions and
demonstrate practicability of general PF-SFE for “small” functions.
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