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Abstract: For decades, users are not able to realize secure passwords for their user accounts at
Internet services. Users’ passwords need to fulfil general security requirements and the password re-
quirements of services. Furthermore, users need to cope with different password implementations at
services. Finally, users need to perform a multitude of tasks to properly manage their large password
portfolios. This is practically impossible.
In this paper, we introduce the vision of a password assistant. It supports users in all duties and tasks
with regard to their passwords, from the creation of secure passwords to the recovery of them in
case of loss. Moreover, it provides an extensive automatization of all password tasks that reduces the
users’ efforts and activities to deal with passwords to a minimum. A password assistant enables high
security for passwords as well as improves their ease of use. First, we provide a detailed description
of the problem of users to realize secure passwords for their accounts in practice. Second, we out-
line the vision of a password assistant, describe its technical foundation, and introduce the related
open-source project starting to realize the first password assistant.
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1 Introduction

User accounts at Internet services contain a multitude of personal and privacy-sensitive
data such as emails, documents, pictures, and payment information. To protect this data,
access to user accounts is usually restricted by password-based authentication. The variety
of known attacks against passwords, like brute-force [Ke12, We09], dictionary [Bo12,
We10], and social engineering [Ca13], makes it indispensable to use secure passwords.

However, users are not able to realize secure passwords for their user accounts for decades
[HvO12, THB14]. First, users need to generate and manage passwords according to gen-
eral security requirements. The passwords must be hard to guess, should not be reused
across accounts, and finally changed regularly [Un17]. This requires users to memorize a
large password portfolio, which is practically impossible [FHvO14b]. Second, users need
to cope with different password implementations at services on the Internet. Services have
different password requirements as well as different password interfaces and procedures
for login, password change, and password reset [BP10]. This make the management of
a password portfolio a very cumbersome task, particularly with regard to changing pass-
words regularly [GC17]. To address both issues, we need to provide a solution that relieves
users from memorizing and manually managing their password portfolios.
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A first step towards a practical solution is to create passwords randomly and store them on
a user device, as done by password managers. However, this approach poses the problem
that the passwords might get lost and not be available on all user devices, particularity
in urgent or even emergency situations [KSC10, SB14]. As long as we do not provide a
secure and usable solution comprising all aspects of passwords, users are not able to use
secure passwords for their accounts without restrictions. The aspects of passwords include
the security requirements and conditions of services as well as all the password tasks of
users from the generation of a password to it’s recovery in case of loss.

In this paper, we introduce the vision of a password assistant. It supports users in all their
tasks with passwords. It assists in generating proper passwords, in making them available
on all devices, in creating a backup, in recovering them in case loss, and so on. A password
assistant provides an extensive automatization of all password tasks and thus reduces the
efforts and activities of users to deal with passwords to a minimum. This allows to enable
high security for passwords as well as to improve the ease of use of passwords. A password
assistant is solely realized on the user-side and completely transparent to services. We
lunched the open-source password assistance project to realize the password assistant.

The remainder of the paper is structured as follows: Section 2 contains related work. In
Section 3, we provide our first contribution, a detail description of the problem of users to
realize secure passwords for their accounts. In Section 4, we present our second contribu-
tion and outline our vision of a password assistant. Moreover, we describe the technical
foundation of its realization. Section 5 concludes this paper.

2 Related work

There exist various proposals to force or rather encourage users to generate secure pass-
words: Password requirements [Sh10, Ko11], passwords meters [Ur12, Eg13], system-
assigned passwords [Sh12], passphrases [KSS07], password generators [Ac15]. However,
they do not address the issue of keeping the passwords. This is crucial as nobody can
memorize a multitude of secure passwords.

Moreover, there exist numerous proposals to keep the generated passwords: memorizing
passwords (using repetition [BS14], cues [AWS15, BBD13] and, training videos [Ha17]),
reusing passwords for different types of accounts [FHvO14b], and password managers
[KSC10]. Only password managers provide a practical solution with regard to securely
keeping a large password portfolio. But, they also raise the issues of password recover-
ability, availability, and accessibility [KSC10, Ho17].

Storing passwords in the cloud is the usual approach to (1) make passwords available on
all devices, (2) have a backup in case of device loss, (3) provide an emergency access to
trusted persons in urgent situations. However, storing passwords in the cloud bears the
risk of server breaches (e.g. as happened in case of LastPass [La11, La15] and OneLogin
[On17]) and finally to the leakage of the users’ entire password portfolios. There are also
first solutions to change passwords automatically [La17, Da17, MBV16], but they struggle
with the different password implementations at services.
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3 The password problem

In this section, we detail the problem of users to realize secure passwords for their accounts
in practice. We examine three aspects of the problem: First, we analyze in Section 3.1 se-
curity requirements for passwords. Second, in Section 3.2 we describe the conditions of
services for passwords. Finally, we enumerate the various password tasks of users to real-
ize secure passwords with respect to the security requirements and the service conditions.

3.1 Security requirements

In this section, we describe our attacker model and specify security requirements for pass-
words to thwart the attacker and finally realize secure passwords for online accounts.

We consider an attacker who knows the user’s username and tries to obtain the user’s pass-
words to access his account at a service. We expect that the attacker can perform an online
guessing attack by repeatedly attempting to log in to the account with a different password.
We also expect that the attacker can perform an offline guessing attack by systematically
trying all possible passwords and compare them to the salted and hashed user password.
The preliminary for this attack is that the attacker had compromised the password database
of the service and had stolen the hashed password and the used salt [MC13]. The attacker
can run brute-force attacks, dictionary attacks [MT79], and highly optimized attacks based
on probabilistic models [Ma14, We09, NS05, Me16].

We expect that the attacker does not simply obtain the password in plain-text, neither form
the service nor form the user. Consequently, we expect that services implement at least a
basic protection for the stored passwords and store them in a salted and hashed manner
[FHvO14a]. Moreover, we expect that a user does not divulge his password through social
engineering [HMS16], phishing [Ah17], or malware [Fe11].

With respect to the attacker’s capabilities, we now define requirements for passwords:

R1 Brute-force-resistant password. The password must have a security level of at least
128 bits to withstand brute-force attacks [Bl]. If not feasible, e.g. due to the service’s
password requirements, the highest possible security level should be used.

R2 Individual password. The password for each account must be unique. It should nei-
ther be used across accounts nor reused (even not partially) for password changes.
This prevents an attacker from using a stolen password to access other accounts.

R3 Changing password. The password must be changed (1) on a regular basis and (2)
immediately after a security incident at an account or a service. This invalidates a
compromised password as well as addresses the issue of “aging of cryptography”
(e.g. the hash function used for storing the passwords becomes insecure).
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3.2 Service conditions

In practice the usage of passwords is bounded by the conditions of services. In the follow-
ing, we outline these conditions.

Password requirements Password requirements are fixed rules with respect to the pass-
word length and the allowed and/or required characters. Services implement password
requirements to guide users to select strong passwords and to prevent incompatibilities
with their password implementations. In practice, users can only select passwords for their
accounts that comply with the password requirements of services. Various studies have
documented that the requirements are highly diverging between services [Al12, BP10,
FH10, Fu07, Fu11, WW15]. Due to missing official standards, it is very unlikely that this
situation will change in the future.

Password interfaces and procedures Beside the selection of passwords, also the usage
of passwords is bound by services. A password at a service can only be used through the
service’s interfaces. In practice, this is the HTML form for login, password change, and
password reset at the service’s website. Moreover, the interaction with these interfaces
is predefined by certain procedures. The password interface and password procedures at
services are quite different. This makes particularly a regular password change a very
cumbersome task. For instance, in case of Google or ebay, users are redirected to the login
form to conform the knowledge of the current password when they want to change their
password. But, at ebay users need to enter the current password at the password change
form again, summing up to enter the current password three times to actually change it (at
the login, before changing, and at the password change form). In comparison, wikipedia
users just need to do it once, during the login.

3.3 Password tasks

In this section, we enumerate the password tasks of users to realize secure passwords for
their accounts. These tasks ranging from the generation of a password to its recovery in
case of loss. In turns out that it is practically impossible to do these tasks manually.

We consider the following two real-world usage conditions of Internet users: First, users
have numerous accounts. Due to security requirement R1 and R2 users have a large portfo-
lio of passwords, which is practically impossible to memorize. To this end, we assume that
users store their password on their devices. Yet, storing passwords instead of memorizing
them bears the risk of loss, e.g., in situations where the device on which the passwords
are stored is damaged, lost, or stolen. This makes the creation of backups of the passwords
indispensable. Second, users have multiple devices. Therefore, it is necessary that the pass-
words are available on all their devices, i.e. get synchronized between them. Otherwise,
users cannot access their accounts at anytime and from anywhere. Addressing these issues
are crucial for users [KSC10, SB14, ZY14].
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Moreover, we are focusing on a pure user-side solution for realizing secure passwords.
Against this background, we do not consider means of reseting passwords provided by
services to solve the loss of passwords, like sending a new password to a recovery email
address or mobile number. Note that such reset mechanism have proven not to be reliable
and secure [Bo15, Ge17]. We address the issue of password loss by creating a backup. This
approach has the two advantages that (1) it does not rely on services properly implementing
password reset procedures and (2) it leaves the user in control of his passwords.

In the following, we enumerate the password task of users:

T1 Password generation. The first password task of a user is to generate a password. It
must comply with security requirement R1 and R2. In brief, it must be brute-force-
resistant and not already been used for another account. Moreover, it must comply
with the password requirements of the service. If the password is too short, too long,
or does not contain all expected characters, it will be rejected by the service.

T2 Password storage. The second task for a user is to store the password. Beside the
simple action of saving the password in a file or designed application like an pass-
word manager, the user must also protect the stored password from unauthorized ac-
cess. This is usually done by another password, a so-called master password, which
leads to three subtasks: First, the user needs to generate a master password with
respect to security requirement R1 and R2. Second, the user needs to memorize it.
Third, the user should change it regularly to fulfil security requirement R3.

T3 Password change. The third user task is to change the password regularly. This is
deduced from security requirement R3. Changing the password of an account con-
sists of three subtasks: First, the user must generate a new password, which leads
to T1. Second, he needs to log in to the account and change the password. This can
only be done through the individual—and often different—password interface and
procedure of the service. Third, the user must store the new password, which leads
to T2. Note that this task must be performed for the password of each account of the
user, making this a very cumbersome task.

T4 Password availability. The forth password task of a user is to make his password
available on all his devices. This is necessary to be able to access the account at
anytime and form anywhere. In case the user changes the password the task must be
repeated. This is necessary to always have the current password on all devices.

T5 Password recoverability. The fifth task of a user is to create a backup of his pass-
word. This is essential to recover it in situations where his device—on which the
password is stored—is damaged, lost, or stolen. The creation of a password backup
includes three subtasks: First, the user must protect the backup from unauthorized
access. The protection must have the same security level as used for the stored pass-
word. Second, the user must place the backup at a secure location to protect it from
loss as well. With respect to malware or physical damage like fire a different and
distant location is important, e.g. at a friend’s place. Third, the user must keep the
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password backup up-to-date as a backup containing an outdated password is use-
less. Creating and updating a backup should be done immediately after a password
is stored. This can happen frequently due to security requirement R3 demanding to
change passwords regularly.

T6 Password accessibility. The last password task of a user is to provide an emergency
access to his password. It enables the user to grant access to his password to a trusted
person in urgent or even emergency situations. For instance, after a robbery or nat-
ural disaster, it is essential that a user can ask a friend to log in to his accounts and
send an email or get a copy of his identity card stored at a cloud storage provider.
To set up and maintain the emergency access the user needs to perform three sub-
tasks: First, the user needs to make the password available for the trusted person.
Second, the user needs to ensure that the trusted person always have the current
user’s password. Having an outdated password is useless. Third, the user must limit
the emergency access to the password for the trusted person and must approve the
access when actually done.

These tasks allow users to realize secure passwords for their accounts. They cover the real-
world conditions of users and all aspects of passwords. However, manually performing
these tasks is practically impossible for users. These is extensively documented by various
user studies [LV07, Ma13, ZMR10, Ko11, Sh14, Cl06, Da14, GF06, Sh10, SB14, Ur15,
Bo12, Ke12, FHvO14b, FH07, HWF05, Ya04, ZH99, Sh16].

4 Password assistant

In the previous section, we detailed the problem of users to realize secure passwords for
online accounts. The security requirements lead to generate and manage a large portfolio
of passwords. The various service conditions require to figure out how a password must
look like and how it can be managed at each service. Finally, all the passwords tasks need
to be performed to realize secure passwords. This is practically impossible for users.

We propose a password assistant to solve this problem. It supports users in all their pass-
word tasks, from the creation of a secure password to the recovery of it in case of loss.
Moreover, it provides an extensive automatization of these tasks which reduces the efforts
and activities of users to deal with passwords to a minimum. The password assistant pro-
vides four key features: First, an automatic generation of secure and valid passwords for
users. Second, an automatic and proactive change of their passwords. Third, a synchro-
nization of the passwords between all the devices of a user. Fourth, a secure backup of
the passwords as well as a built-in revocation mechanism and an emergency access for
backups. These four features provide a comprehensive and ubiquitous assistance for users
in the usage of passwords. It makes the generation and management of passwords as easy
as possible and finally enables users to realize secure passwords for their accounts with-
out restrictions. In the following sections, we describe the technical foundation of the four
features in detail.
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The password assistant is realized as an application running on all user devices. It stores the
users’ secrets on their devices, protect them by a master password (cf. T2), and provides
various conveniences features like filling out login forms, and so forth.

4.1 Automatic generation of brute-force-resistant and valid passwords

Users need to generate brute-force-resistant passwords for their accounts while coping
with the different passwords requirements (cf. T1). The password assistant solves this chal-
lenge by generating such passwords automatically for them. Users just need to provide the
URL of the service. The password generation is realized by means of a password generator
that generates random passwords in accordance with the individual password requirements
of services. To ensure the compliance with the services’ password requirements, we make
the individual password requirements of services available to the password assistant and
we provide optimal fallback password-composition rules for the case that no explicit re-
quirements are available. Thus, the password assistant automatically creates passwords
with the best-possible security level and acceptance rate.

The password generation is realized by four building blocks:

• A standardized description of password requirements that can be processed by the
password assistant. We developed the Password Requirements Markup Language
(PRML) which is used to create Password Requirements Descriptions (PRDs) for
services [Ho16]. A PRD allows to specify the different password lengths, allowed
character sets, and further password restrictions of a service. It provides all neces-
sary information to automatically generate a brute-force-resistant password compli-
ant to the password requirements of a service.

• The automatic generation of PRDs for the numerous services that already exists on
the Internet. We developed the Password Requirements Crawler (PRC), an applica-
tion that extracts password requirements from a service’s website and generates the
corresponding PRD. We coped with the different expressions of password require-
ments by using Natural Language Processing techniques and used the PRC to create
PRDs of 185,696 services.

• The distribution of the PRDs to make them available to the password assistant.
We developed the PRD Distribution Service (PRDDS), a central service where the
password assistant can search for and retrieve PRDs.

• Optimal fallback password-composition rules for the password assistant. Based
on the password requirements of 185,696 services, we developed optimal fallback
password-composition rules that the password assistant can use in case that the pass-
word requirements for a service are partially or entirely not available. By using let-
ters and number and 22 characters we generate passwords with a security level of
130 bits and an acceptance rate by services of 76.6% [HBB17].
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4.2 Automatic and proactive password change

The third user task is to change passwords regularly (cf. T3). The password assistant solves
this challenge by changing passwords on behalf of users automatically. Users neither need
to create a new password nor to log in to their accounts. The password assistant does this
for users, e.g. on a weekly basis. The key pillar of this solution is a standardized descrip-
tion of services’ password requirements, procedures, and interfaces. This facilitates the
password assistant, among other things, to log in to an account and change the password.

The password change is realized by three building blocks:

• A uniform description of the password policies. Based on PRML, we developed the
Password Policy Markup Language (PPML) to create Password Policy Descriptions
(PPDs) for services [Ho16]. A PRD allows to describe the different password inter-
faces and procedures of services and make them available to the password assistant.

• A support tool to create PPDs for existing services. We developed a tool that records
password procedures, like logging into an online account or changing a password,
and creates a corresponding PPD. Our tool makes the creation of PPDs as easy as
possible and is particularly designed for non-technical users.

• The distribution of the PPDs to make them available to the password assistant.
We enhanced our solution developed for PRDs and developed a central service for
distributing PPDs, where the password assistant can search for and retrieve PPDs.

Beside changing passwords automatically for users, this feature allows the password as-
sistant to make the usage of secure passwords in practice as easy as possible. A problem of
secure passwords is to currently enter them on other devices. A typical situation is access-
ing an account from another device that does not belong to the user and thus his password
is not available on the device and must be manually entered. Beside the inconvenience
for the user, this is very error-prone particularly in case the password consists of ambigu-
ous characters [Sh16]. Moreover, there is the threat of malware on the other device. The
password assistant solves this problem by temporary changing the account password to a
shorter and less complex one so that it can easily be entered on the other device. After
service usage, the assistant automatically changes the password back to a secure one.

4.3 Passwordless and scalable password synchronization

Users need to make their passwords available on all devices (cf. T4). The password assis-
tant uses the PALPAS scheme [HHB15] to accomplish this task in a secure way. PALPAS
makes the users’ passwords available on all their devices without storing them on servers or
user devices. To this end, adversaries cannot steal the passwords by compromising servers.
Moreover, users can prevent adversaries from stealing their passwords from their devices
in common situations like theft or loss.
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PALPAS generates a password for an online account from a high entropy secret and a
random salt value. The secret is shared by all user devices and the salt differs for each
account to achieve individual passwords for accounts. Only the salt values are stored on
a synchronization server but not the secret. The salt values on the one hand enable all
user devices to generate the same passwords, while on the other hand they are useless for
adversaries because they are statistically independent of the passwords. When creating new
or changing passwords, the corresponding salts are added or updated at the synchronization
server. Each time a password is needed, e.g. for a login, the corresponding salt for the
account is retrieved from the synchronization server and the password is generated. In this
way, any changes of the user’s passwords are immediately available on all of his devices.

The user authentication at the synchronization server is realized using certificates. This
has the advantage that also no passwords for user authentication are stored on the server.
A certificate to access the salts at the server is stored on each user device and protected by
a user-chosen master password. As such passwords usually not that secure, the password
assistant uses a PBKDF to derive a strong encryption key from the master password. But,
as this only provides a first line of defense, the password assistant also encrypts the secret
with an one-time-pad. The one-time-pad key is stored on the synchronization server. In
case of device loss, a user can use one of his other devices and revoke the certificate as
well as the one-time-pad key. This makes it impossible to recover the secret from a stolen
device or access the salts at the synchronization server.

4.4 Update-tolerant and revocable password backup

The last two user task are the creation of password backups and the provision of an emer-
gency access to the passwords (cf. T5 and T6). The password assistant makes use of the
PASCO scheme [Ho17], which provides a secure and usable backup solution for PALPAS.
It ensures that users never lose their password portfolio by providing recoverability of the
essential PALPAS data that is stored on the user device.

PASCO provides three key features: First, password backups do not have to be updated
even when the user’s passwords change. Consequently, users need to create a backup only
once and can keep it completely offline in secure, different, and physical isolated location
which minimizes the risk of compromise and loss. Second, PASCO backups have a built-
in revocation mechanism. It allows users to completely invalidate a backup in case they
lose control over it. The revocation mechanism works without having access to the backup
itself and guarantees that no passwords can be leaked from it once revoked. Third, PASCO
backups provide a fully controllable emergency access. Users can authorize someone else
to access a backup and obtain a set of pre-defined passwords in emergency situations.

PASCO uses a separate backup device to store a backup of the PALPAS data. We consider
the backup device to be a tamper resistant device that provides secure storage, user authen-
tication, and basic cryptographic algorithms. Similar to a user device it stores the PALPAS
secret encrypted by a one-time-pad. Furthermore, it has its own certificate for the PALPAS
synchronization server.
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The backup device is protected by a user-chosen PIN. To prevent guessing attacks, it has
a retry counter for the PIN. After five wrong PIN entries the device erases all stored data.
We successfully implemented PASCO using a smart card as a backup device [Ho17].

Moreover, the password assistant use the PASCO scheme to provide an emergency access
to the users’ passwords. This is realized in the following way. Beside storing the PAL-
PAS data, the backup device is capable of generating passwords using the PALPAS pass-
word generation procedure [HHB15]. Furthermore, the PALPAS synchronization server
is equipped with a fine granular access control system for the salts. This allows a user to
specify different access rules to the salts. While, one backup device may have access to
all salts, another device can only access the salts for the user’s mail account. A user now
can create a backup devices and place it at at friend’s location. In case of an emergency,
the user can call the friend and tell him the PIN. The friend is than capable to generate
the user’s password(s) and access his accounts. Note that even this backup must not be
updated even when the user change his passwords. By this the password assistant provides
a secure and usable password backup and emergency access solution to users.

5 Conclusion

The problem of realizing secure passwords for online accounts remains for decades. We
presented an extensive analysis of this problem to identify all relevant aspects and pro-
pose a solution. We identified the security requirements, the services conditions, and the
various password tasks of users to realize secure passwords. While existing solutions only
consider parts of these aspects, we presented the first ubiquitous solution: a password assis-
tant. It automatically generates brute-force-resistant and valid passwords, it automatically
changes them, it makes them available on all user devices without storing them in the
cloud, it provides a secure and usable backup solution, and finally it offers a fully con-
trollable emergency access to the passwords. This is solely realized on the client-side and
completely transparent to services, which is key for a practical solution as we cannot rely
on any changes on the service-side regarding the implementation of passwords.

To realize our vision of the password assistant, we lunched the password assistance project.
It will provide an open-source implementation of the technical foundation of the password
assistant. The individual parts can be used by themselves as well as integrated into exist-
ing solutions. For instance, all existing password generators can use PRDs to automatically
generate valid passwords. Finally, the combination of all parts build the password assistant.
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